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100 I Il AatsH O Hdzv fttsBblzyHJ ddWw
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dr frv), B i 20
UswEUsus 3,f6é= 150 I{lla
Upbor=Upoo= 1, 2

16 1 lstcj Bdzj B JOPe stgj dzd W3y t lccistor
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4 1 Of ewnisdeduidzd ¢ © Y stedztsc s UaREF 1,2 3,3
5 JnatHdets] dzOf tow ) jzd J dad L ¢ Ui i0,5 0,8
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11 Jdgj cOydw LOftsMO o fosHMmdMmis) BBz §fOdB3WIsd { t

2Yylsjded] WtcOedzj dzgs© StsHO dL PMS d dLoedzj uyg:
RMY sdzdzj ded § & s5d3OdzH " .

1 sHfpdMmMis] B30 ftej HO Otcd Isj dz' dzts 2 sBtcOBBISCd Cts
s jteOyd?2 fjtots? MSOHdd SCtsdzo j2it6O d yomlsd ydzt

1 dzs¢ FE Mmgfpldsdis ~d 1B difsk s o :

1 IFU - Instruction Fetch Unit MtsH j ey dls d&sedSkz Wstedzdtetso Odz
WicOed3j dzsO C tsHO.

2 IDU - Instruction Decode UnitB dzs ¢ ff tcj Ho OtedIsj dz' detse s H j € S

3IFQ - Instruction Fetch Queuegs y j tcJ H! WtcOGe di3j delstso C tsH O.
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| L | L L {1 ©(256kB)
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¢
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HSECLK PERIFCLK USBCLKSEL| HsIcLk  ——Jo0
SYSPLLOCLK _ HSECLK ——101 IWDTCLK
USBPLLOCLK 0 USBCLK
SYSPLL1CLK SYSCLK —— 1 R LSICLK ——{10
DIVN
Briok USB Briok IWDT

Brnokun UART,QSPI, SPI,WDT, ADCSAR, ADCSD

tdmMzdzt @ n 4 B8O Mddemn tesdzedL Oydd
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ftod of DSHJ dzf L S et tcliag GuysdO WEI, s EBC N j o 0S5
f toj H I fdss s &d MBIENTR WFI_EXIT.
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0200 000Chi 0200 FFFFh
0000 000(hi 0000 OFFFh

d
d
J
1 t6d d3d WOl ddzoj " %J
1
to

Mister Debug

8 sBO2Is [100 HTEM-A,dz¢Qy ] ¢
sz yj dzdv &BOS find BOdz! dzts 2
JCBd3 deHlzj sy  jtej d3i dadz
OICHy o5 ddzls j oW j 2 MO

flsOEh dj 128V MBs O
dMmy sdzdzj dzd d dr |
fsHSCdzs yjdedzg" = €

&
=
g

| dzglstej dzdzj j [luvde @Dl Gsf sERE6Yj dzs § B OO 2
ticdmlser fjtedWjed2dr o BdsSss &St ©dzbstes dd
2000 000Ch i 3801 FFFFh s Ols® t©OL &jh j dzd¥ B dsStse B S
f 6] HfjlsaDe OB dzd yj 6. 2

v OB &Zb1POs Ol @lHla j edW jted2dy 7 B d&sS o

, . [ BtsL dzO ,
pHie) sy §ege ® S0 € [§dMOdd j
1 2 3
3801 2000l 3801 2FFFh | IWDT Hlststetsy j o2 SO &) te
3801 1000k 3801 1FFFh | PMURTC 1l dzs€ EftcOo dzjRALCY G dls
3801 0000 3801 OFFFh | CMP | Z5C O dzChdEsigldiE (s 5 e &S 8
3001 2000k 3001 2FFFh | ADCSD 1 dzsC MddzsBO ¢ A1)

3001_0000f 3001 _OFFFh | ADCSAR |1 &z5C 0 A} §smdzj HEso Ol

ftedsdzdy j ded ¥
3000 _FOOOK 3000 FFFFh | PMUSYS |1 &zs¢ E§ 6Oo dzj gaf s § dgis

3000_E000H 3000_EFFFh| RCU | 2tz Qo dzj dzd v MB e Mis
fMd den tetsdzd L Oyd § 2

3000_D000OK 3000 DFFFh| FLASH S fs dzls to tFidmtr) ®d3v Is d

3000_C000k 3000_CFFFh| DMA stdelstetsdzdzj 6 f oW 3G 15

3000_B0OOOK 3000 BFFFh| WDT ulststosy jos2 502 dj ts

3000_A000H 3000_AFFFh| UART4 l sfdzj Hise Olsj dz' dz" 2 ( to
TUARTO

3000 9000hi 3000_9FFFh | UART3 l sfdzj Hisea Olsj dz' dz" 2 (o
UART3

3000 8000hi 3000_8FFFh | UART2 l sfdzj Hise Olsj dz' dz" 2 ( to
UART2

3000 7000hi 3000_7FFFh | UART1 l sffdzj Hise Olsj dz' dz" 2 (o
UART1
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] etsH s dzksPOdedzd yr 6. 2
1 2 3

3000_.6000hi 3000_6FFFh | UARTO |1l sfjdzj His® Ols j dz! dz" 2
ftodj By j WARTOIS yd ¢S

3000_5000h 3000 5FFFh ||2C ] sdzj Hise Ols j dz' dC 2

3000 4000t 3000 4FFFh | TRNG ] ZsG dzj 6Ol stc © Mmdzlz

3000_3000fi 3000_3FFFh | TMR2 v 02 d&z3j-ts0 LLt6W FMR2 2

3000_2000fi 3000 2FFFh | TMR1 v 02 d3j-tO LLt6W FMRL 2

3000_1000fi 3000 _1FFFh | TMRO v 02 d3j-t0O LLt6W FVRO 2

3000_0000fi 3000 _OFFFh | TMR32 U 02 BBREOL tcW Hdzr 2 TMR3

2800_2000f 2800 2FFFh | GPIOC 1l stels C

2800_1000fi 2800_1FFFh | GPIOB 1 s tdBls

2800_0000fi 2800_OFFFh | GPIOA 1 s ts

2006_000hi 2006_FFFFh | SPI1 ] sfydzj Hiso Ols j dz' &PIR  d dz

2006_000hi 2006 FFFFh | SPIO ] sfydzj Hiso Ols j dz2 &PI® d dz

2004 000 2004 FFFFh | QSPI l sfydzj Hiso Ols j dz' @SP1  ( dz

2008_2000hi 2008 2FFFh | HASH Mmjh ftesyj st

2003 _100Chi 2008_1FFFh | CRC1 1 dztsS fsHmMujlsO ydg< dzd
¢ 5 ICRCL

2003_000hi 208_OFFFh | CRCO 1 d&zs¢ fsHmyjlsO yd¢ dzd
¢ 5 ICRA

202_000hi 202_FFFFh |CRYPTO |1 dzs¢ CtdiflsscwOW dd

2001_000@1 2001 FFFFh | USB ]l sfydzj Hiso Ols j dz' WSER d dz

2000_100@87 2000 FFFh |[CANMSG |[Bi jClIsT Mmtstse h j depAN €

2000_000@i 2000_OFFFh | CAN s s dzls to tCadzj to
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75 5 dzls tc SRadhft© dzf Is
7.1Flash-f O dzw Is

Flashf Od3Ww Is! d3sy 4 Is ddgi tshize @ dsjo d2dsy My © didsted dzds o Ols |
[ OL dsftdzts Fldshtp O3 Is d & fis O RGN Is s O ap O3 &6 )BH te j ) dats d
ftesMistcOdzise j ts5dzO 8000 @PGERP BASF FFEFBY OL tsdz T

viIsj detaghf OiW Isd fizh j iilse dzv j BHPY I-cagg(ic gz ts B@dEH ) M ¢
D-code(H day O dZtfey Is j d2efgde o dzr  d d3d 4 Is 10Ce dustgiddls 199.d dzO = |
LOfdMmd o dstBEkR® B&OMIS!, yYljddd dL dzi mMEdsh fmise
LOdgV Is©O ( fMls d dsAad@ddgL, © SLy@tivd fif*t9ts s sHdls EMmf jh dets ) &
9" AnlBHJ .

1 Odgw Is ¢ HsfMiskzd dz0 Hdzv ylsj dad ® dzd udEfcdtsh d iy Is diftdsa
toj ¢ dMmistcr DAHANdgOE IS5 B), H O HADPR O € s GMDdzH My ls OTAR Ey@ts € ©
FLASH. | Of d fy dzj sBrSHd B ftesdL @ sHJIs! o ftjHOO
dlsdteOdzdy fORYWIsd tsmkzh jMmlseodv jlsmy f sddsils: 8 dd

[ d dzd 3O dzts glztBY  BHSQ daeif VRlaskf LO3W Is d  fny thi fid @z fists o s
L dzOyj ded j TisBGH3PN 9 s+ Ists Bz ,0 ' pitpomz@Es B 2 YOMmistsis’
L OH Gl 'tcj H j dEjddgtsyjj Misoe s HEY sdzdzdIsj dzt dgf = IsOCIsso
s OB d dz' dzts ¢ Bashif lOjdstedsd . d L

l kOBddyj 7.1 fteojHMIsOo dzj dzr@r L dzO y Fldstitv O dzsldf ds
fted LdzOyJjdedd o R tsH daets ¢ hDAOY2d W ¥ ) ddeoOYy J teldd o iz "deMsld] sty
sOCIstse tHhshf @dgglsd §tcd L dzOyjdedd o' fsHOEHOE dOfY
ftcj HilsOo dzj dz¥ o) LlefOBdA G dz' 1 .52.0ded d dedL S &Y 5lsts,
dedL S s slstejBdzV 8 h jats toj MDDPIBO d H dnydzd e [ datlztfzv Idzts t& Qs H
O tew y jd@d W dajtsBGsHd RPEMisQdzgddPEN. B dI8 ssd3 fdziz
sBtcOn jHEpgh s sy dz" bsdz S5 8 jteOydd ylsj dedw.

5 OB &Zq7L O] &ZOYj dzd v  (f Bt
®

jEs® s HGY Sdddls d d o
L Oo d md d3ts M Is din dtselsdSBETKIE r Oijtd‘Q.HLJDdZHCf .
fsyscik, stsdzd yj Misoe Hisf tsdzdzed Is j dzf
dzj 6315d2.i d, I U'tGCf T{?QSWC@ICBWISC{
30 0

lted d3j yOHwedzQuj dedj fOLORIIS®LO §sidi MetesSMO fo

OB d&zd Yy dZOyZ dzd ¥ § BuGdaj Bts® s( H s Sdzded Is j dz dzr T
odimdasmisd tsls SYBOUKI el * dAQd w@Qigp@d d O

fsysck, stz yd Msets HEY sdzdzed Is j dzf
dzf BBdZij, | fted lisj dfd@dswFid da s h
60 3
45 2
30 1
15 0
1 ed i3 UOpdgQuif @EP B IseO § sfdzj MBtesMO tcOo dats

1 sl 3 BMdeseo des?2 B dZOMIsd fOdBWIsd (1 [BO2L
OHto] Mdes] JtesMmistcOdzMmliso ts, sO¢ d ydtjL tjedmlst
NVRtsB dzOfls: (Hoej MmiIsteOdzd yrx0ap® 0x4FFY B O Is {f ds mrdaf @ L) |
olststots? "MWRBEzEYMIsd ttOMf sdzOcOjIsmw CtsdW dekztcOyYd
CFGWORD NVR s B dzO s ¢ HsMiskzd dzO Hd&zv ylsj ded v, L Of d M
YyjtejL toj ¢ FipASHT B dzsC O

40



JfjteOydwy ftjHoe BtsteC d

lted LOftetsfd HOdzdz = dzO0O N d dzj J ts o @y tdzOflz , 1§ foig |
or f sdzdgw s Isfqw Mz vz P dJg HJ2MIlseodw

lddedzOdz e slstso dzsMmisd dz2O0O h ddzay EMlsOdzOe dzd o OJ Is

21t L OftcOh do O] d3sdzsz OM3BE dhliz dz" oy B ez th O (s MO dzdz" |
Flashf Od3w Isd . 1 OdzjL jOffiddnd oHO®@ dgdgwWj o ts o dzlzlstej dzdzed 2  §

3utcjBlzj Bs§ Mdzse 5 o fizizts jo Az, dO Mmdc dzOdz
EmMlsOdzOo dzd @ Oj.Isfqw o jHdded ykz

4utcOL 2 fsMmdzy EMlsOdztso € dFladht] @ dzgO 2@ &g {288 dz®8fls |
HOdzdzr » 5 Mdzj HEZE M j BEO @HHtEY iz . © 5§ Oalddss t§ s df S& sl |
mMudlsT o Odzedw {1 Isdr HOdzdzr = fwWodwe Isfpw L Of tetsmr
tslso j Is otsLded $ OJ Is d3G dzts 9 j dzdzts, J mdzd IS Hitolz G c
EMisOdzOo dzd 9 O Isipw o detsdzr d f tesd:O dzd ¥ Iso sy o ls ©wdAd
HOdzj J oBLoOotOIl € Hj2Msade 2

S5iMdzd fedratsHwWls LOfttsMr 68 OHt MO, M tcO
d36 dzts o J dzdzts J Mdapb- Y OFdifMOes olttesds BEWj toj
d3G dzts 9 | dzdzts . [ Odzj J fJtejdfdmazDjylgigad j i teds'sIc s @ &
fMdzj Hize h d2 FAskfc® dg™ Is[d . ( Mdzd ftodrtsHWIs L Oftesfr
olststcsets BEkW jtetseo, Iss oatsLoteOIs ¢ HJ2Mlsoads 1.

sStsdeV d ¢ 2z tc Oy d s AERWPRDM dzts 9 5

Il Hsf sdzdzd Is j dz' dFtaBhf @®dgfidSChidfdis dztsy j dets S tsdeW d G 2z tc C
CFGWORD ftsH j tey Oh j i §Cceddsiig tefletfrd fpgdgdigts B dIstse  {f to
sOB By Isjdedj StdW JektcOydodedesets fMdzso O € sdals tots«
MetetsMO 5 BPARE® yj dzd ¢ (

U OB dzd/3 Ds sdg¥ d 6 Ztc Oy d €BAAORD Mdzts 9 5

CFGWORD +1FFOh( fydsj h j ded j tlsdetsidls j dzCRE sdp® ddatfls
s B dzOFQASH)

1 tsdzj |1 dls {fdMmOdzd J
JTAGEN 2 dls tcOL toj M jdddefs"j tetsIQAaBEn

[IsC ZOHEC O ts5Is€ dzt yj dz©

[IsC dzOH € O 9 TdBtszydOzd (¢ ) ts

c{ Is o € dz¢ yj REGt sLdBDfifslar O R & [ h
' L Of d IGEGsh dhldndste(© dzd W
th’LsO or Cdzt yj dz0 (fts EdtsdzyC
c[ls 9 Cdzt yjdzdw L Oh dlsr -tisGnddetsie dizts 2
10ftedls LOYfdMmMd Bimdztse dzsc s B dzty
1 O dlsO 9" Cdzs yj dzg@ (s Ed3stsdzyQ
i 31-3 ]@tGJLJtGSdtG'[SSOdZIS

1 od b fiyls Gsdgsdi BEASEWEL O toj "LOGtlsdifigs sls o j Is fi) s 8 B20M s
UOOBWISQ' g hlstetsor 2 d dzls Lt j2ffy. o[ dflfin fae@ e @G etz lf J
Yls g ded v, fted 1Issd3 MISOdzH Otelsdz" di3 tsBtOL tsd3  totsH

CFGWE 1

FLASHWE |0

Rlo=|k|o|-|r|o]|-
©
=t
&
Q—
0

724 j oo d iz D MiFRsbEH &Y Is d

It o tej divd3dnGs totshOkIOOMt i @z j Is v IPERVEN ¥ dzdnjdzde
o otsH dOoBHdlMY o Meflssy g ls Wik § 1 FEsfso dsvjls
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fJtejdsigm o , tep) ddgbHEALdOY Wl &g dzyls j dzd d edezdetftde@" O
1t dqedestedtolz j s MITAGENMIssY dedj B dIlsO

[ Odzjf i Is dzOH 5y dets Bz  JTARIH =ttty jd2CNtEzEH ©dZ0 ¢ s dBOdzH O
L dz0yj dzd01000 O SHRYETaE d&ZSEMDSYS  sfidzj UJj Gt BlHJ |
f sdzdzsj MpIitOdEBidzOMIsj 2 thdzso dz2 L QoG dddsbHLtE indgts
MisdtecOdzd™w o 1 Istsd3 3 Jj wWPANEMIstcj or MlsOo dlsmw W dzOc

t#Jtco dmdz RlasHifeOehyficd IsOC % J dzi sBrBHJ®Bs M tsdz
HisMiskz TG ushdziy L Of dfid ¢ totsc tDOGEHNOLK § dzf Pt bdzyd € s
ey ddBtse 1 dzgjtectsmB jto]yjdzdV.

Vtod &3 yOddAgded ¢ sdzdztsy Misd e Odads odrij d¥d te psSERATID
Hsdzy j dz b Hj toydip BB q v detiztiee .
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8/ S Y, nEGWIBEAR ¥ H &S

ltesyj Mintstodats -3'IH0e 5 f BHWH j to) do O md mlis
RV32IMFCN_ZBA ZBB_ZBC ZBS( H tQudBEARBM-310F%Is O € # t§ H J ey do O] |
e dBO fHtwwdoddz cdtetso Odzdzetsmis d : machi ne d use
dLsdzvydd ftesyj Mmtse Hick & S0, H tEAel G defdz" i I sHe o jortc

stsdzo j 2 43l 0B Mnts s &5 Hirfds Ocfi ] 2 ZO Cobtstc’r 7 o' f 5
sfjt.Oydd:

114 dzj eOyd¥w LOftetsMO o YtsHMdMmis] sz §f OBWIsd f t

2 Ylsjdedj WttOedfgidzsO SCtsHO dL PMS d dLedzjy
RMtiadzj dzd § ¢ tsd3OdzH ' .

1 sHiMdMlsj B0 ftejHO OtcdIsj dz' dats 2 sBOBBISEd ¢
sf jtcOyd?2 fHitots?2 MSOHdd Ctdzo j2ittO d yomlsd ydzt

1 dzs¢ FE Mmmissdls L MdzjHEzsehdn B dEsC e :

1 IFU - Instruction Fetch Unit intsH j tey dIs dztsc d € O H W B J thien @ dz
WicOed3j dzls© € sH O.

21DU - Instruction Decode UnitB dzs ¢ f tcj Ho OtedIsj dz! desets H | € 5t

3IFQ - Instruction Fetch Queues y j tc j H! Wit Oc i3] dzlstseo C tsH O.

10 fitots?2 MSOHdd BdsS | FU Wtstedidtckzjls L Of t
fsgMmisj Bz fOBYIsd fescteOBE (PMS), dmftsd LEzv d
sls | DU, O IO¢Cy] foHMmMdMmisj @ M sdzdzj dedw € tsdzOd

10 olbtstets? MIsOHdd ftesdmMrHdls yYlsjdzdj WitcOGc

ANcOEdi3j dzls CtSHO sy jls MtsH | ey ' o rsHtsizzdzvdjdi] fHt®jjH
HjSBHdtetse Odzd § c{ fsd3d " OjIs WttOed3j dzgs S s8HO, Mts
CsdBOdzH (| FQ). Y sHmMdMmisj B8O dMf sdzdzj ded ™ S 5RO dg
Csdi30den (ddzd (L BO?UOfrJfrJO), o ' {HS dzdz"fij Usd Iy " tsockRigtsly
dL ®LjedMmMbesetsets ¥ 02O, shEhjmsodvjl ftse jt
Csd3OdzH 2 dzO fntstslsa; IsfMmiseze h j i3 dMYf sdzdzd Isj dz! detsdz L

I 7§ sdzdzj dzd J fn;: C 53O dzH S HRIMBECIISMC  CLta@0kfi &30

Zdsdatsy j dzd W / H | dzj dzd

-MULT2 I1s0¢Is0O;

-MULH T 2 lsOleO;

-MULHST 2 [IsOCIs0O;

-MULHSUi 2 s0OCIs0O;

-DIVisls 2 HBts 16 IsOCIsse ;

-DIWUItsls 2 HEts 16 IsOCIstse;

-REMitsls 2 Hts 16 IsOCIstse;

-REMUitsls 2 Hts 16 IsOCIstse.

R sdzdzd Isj dz! detsy Efmlstcts?2 Mlsets Edidesy j dedw W o dzw
dmf sdzdzjdg@dgn SMSUL/ MULH[ [ S] U] . RMY tsdzdzd Is j dz' dzts
dlsjtcOlsdodz" &5 d Blse j yojls L O M sdzdzj dzd i ¢ ts d30 dzH
tcj G i Is s d3

d
dMlstcOdR dmy sddw s sfw o kM Ctsdzgo j 2 jto].
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8.ludMmilsj BO € Sd3OdzH
1 SHHjtY o O &3 J

v OB dzdB e dMis j @30 € ts 3O dzH

C tsBOdzH T

ftojHilsOo dzj dz@¥ o

fesyd MMBKLEO

[ dzj BBsC| ABtedsdl [ J tOdz stOIsC s8] tfdMmMoOd
¢ s 30 dzH
1 2 3 4

LB I rd, rs1, imm 1 OctclzL $O BO21IS0O

LH I rd, rsl, imm 1 OctclzL $O fsdzEzmdztse O

LW l, Cx rd, rs1, imm 1 OctelzL § O Mdztse O

LBU I rd, rs1, imm 1 OctclzL $O BO2ISO BJ L

LHU I rd, rs1, imm 1 OctelzL § O MdAzsoa O B J L

SB S rsl,rs2,imm |utsAatcOdzjdzdj B O2I0

SH S rsl,rs2,imm |aSatcOdzj dzadj § sdzzMmdzise

SW S, Cx rsl,rs2,imm |utsAatcOdzj dzgdj Mmdztse O

ADD R, Cx rd, rsl, rs2 btedW B Isduj MEBs] Mdztsy

ADDI I, Cx rd, rs1, imm btedW ds3d sd yd mME 54 Mmadztsy
dzj f sfytej Hfiso j dede” d3 L dz

SUB R, Cx rd, rsl, rs2 btedW Bl Isdud MEBs] 9" yd

LUI U rd, imm 1 OGtkzL CO ojterndad 2 YO
L dzOyJ ded § &3

AUIPC U rd, imm dbtodW dsd sdyd ME s Mmdztsy
PC fm dzj f sitcj HiIse j dzdz

XOR R rd, rsl, rs2 [ seduyd mMEtsy dMmME dz¥ yOE

XORI I rd, rs1, imm [ sedyud MS&tsy dmMe dz¥ yoOs*
dzj f sftcj HiMlse j dgdz” d3 L dz

OR R, Cx rd, rsl, rs2 [ sedyi mMStsy AR[ RO

ORI I rd, rs1, imm ] sedqud mME&tsy AR[ RO M
L 2Oy J ded § &3

AND R, Cx rd, rsl, rs2 [ sedqudi mMStsi ARDO

ANDI I rd, rs1, imm [ sedqud mMS&tsy ARO M dgj
L dzOyJ dzd § &3

SLL R rd, rsl, rs2 [ seduyd MSd2 MHeodc o d

SLLI [, Cx rd,rsl,shamt |[ seduyd mM&¢d?2 MHedc o d
dzj f sftcj HiMlse j dadatsj L dz

SRL R rd, rsl, rs2 [ seduydi mMSd2 MHeadc of

SRLI I rd,rsl,shamt | sedud MS¢d?2 MHedce of
dzj f stcj HMise j dzgdetsj L dg

SRA R rd, rsl, rs2 ptedW Bl Isdug M d?2 MmMHea d

SRAI I rd, rsl,shamt |[¢tedW d&3j Isdyd mM&¢d2 MmMHoed
dzj f sftcj HiMlse j dgdatsj L dz

SLT R rd, rsi, rs2 HicOodzgj dzdj N <0

SLTI I rd, rs1, imm stcOodzj dzdy fA<0 M daj {
L dzOyj ded § o3

SLTU R rd, rsl, rs2 dtcOodzgj dzdd A<0O0 M BJL

SLTIU I rd, rs1, imm dtcOodzj dzdy A<O0 M BJL
dzj { sftcj HMise j dzdz" d3 L dz

BEQ SB, Cx | rsl, rs2,imm ] jtejatBH 98 MdzEyoj 0O

BNE SB, Cx |rsl, rs2, imm l jtojatH o Mdzzy0O,j dzj

BLT SB rsi, rs2, imm ] jtejaBH 9 MdzeyoOj osd

Is O]



JtocsHtsdzy jdzdd sOBdzdyr 8.1
1 2 3 4

BGE SB rsl,rs2,imm |l jtojatsH © MmMkzzy0Oj BIEd

BLTU SB rsl,rs2,imm [} jt6jrBBH 9o MkzzyoOj doJ d

BGEU SB rsl,rs2,imm |1 jtojatsH o MmMkzzyoO,j 8BTEd
BJLL&ZOSC S SGEB

JAL UJ,Cx |rd, imm }JJtedmaBBH & | ink

JALR UJ,Cx |rd, rsl, imm ] jtejatBH & |l ink regi s

FENCE.I | - sddzntesdzL Oydw kst C
fslstsS O ylsjdedw/ L O dfy

RDINSTRET || rd 1 Mj o Hisd defls 9z Sa@ WS de@
Ylsg dedv Mmujlsydsc o ydmd
ddzhistez ¢ yd?2

ECALL | - 1 Of tetsf) dz@ o ' f t5dzdzj dzqd
sCtolzy jdedWw s JtcOydtsdad

EBREAK | - ] jtj HOYO LkftcOo dzj dad W
sCtelzy jdedy BSlsdzOHE ]

RDCYCLE I rd I MmMjontsddmistezS ydw (al
Yls g dzdv Mmujsydsc o ¢ tsdzd
ydCdzso ftotsyj mMintstc ©

RDCYCLEH || rd 1 Md o Hisd dzfis tglz Caz@] WC tH dg@
Ylsd dzdvw MmlsOteh dr BdIls A
9" ftsdzdzj dede” = yd¢< dztse {

RDTIME rd I mMdonutsddmlstezC ydvw ( al
Ylsj dedvw L dzOyj dzedw dzd L @
MdMmls] Bdzsets SO2 BJ 6O W

RDTIMEH rd I MmMjontsddmistezS ydqw (al
Ylsj dzd ¥ ded 20 fpls Otch d » B ¢
dzdL S syOflstslsdzse s Mmdfle

RDINSTRET || rd 1 MjoHsddhstezS ydy ( al
Yisd dedv Mmyd suyd<¢o wydmd
ddzhlstez¢ yd?2

RDINSTRETH] | rd 1 Mj o Hisd dzfls t§ &z Sz@f WS @
Ylsg dzdvw MmlsOteh dr BdlIs A
dff tsdzdzj dedz’ = d dzfylstelz € 1

MUL R rd, rsi, rs2 L d3dets ) J dgd Jd

MULH R rd, rsi, rs2 Vagdetsy jdzgdJ M oL 9 tcOlst
tcJLEzdz SO0

MULHSU R rd, rsl, rs2 VLsdetsy j dzdJ L dzOS tsotsGts
oL o tcOls tsdg dids QdghLdizmdz! Is

MULHU R rd, rs1, rs2 VAgdetsy JdzedJ BJL L dzZOC s9 &
oLOotOIssd MIsOteh dr B

DIV R rd, rsl, rs2 [ J dzj ded |

DIVU R rd, rsi, rs2 1 JLLdOSCtsoats] HJ dzj dzed |

REM R rd, rsl, rs2 [ MsOlssS sIs Hj dzj dzd W

REMU R rd, rsi, rs2 1 JLLdzOStseor 2 BMisOIstsE
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] ttsH sdbkOdedizd yr 8. 1
1 2 3
BLT SB rsl,rs2,imm |1 jtojatsH o MmMdzEyOj diJ
BGE SB rsl,rs2,imm |1 jtojatSH ©® MmMdkzzyO,j 8BEd
BLTU SB rsl,rs2,imm |l jtojatsH o MmMkzzyOj dj d
BGEU SB rsl,rs2,imm |1 jtojatsH o MmMkzzyoO,j 8BTEd
BJLL&ZOSC S SGEB
Vtod i3f WOrsiEdej c dfiste dMmistsyded ¢ ;
rditcj e dflste ftedy dided § ;
i mm d dzdi dgj W asrtts j H fyls e j dzdzts j L dzOyj dzd j
l sHiesB detsy ST dMOdedy COYHEB2 Ct5BOdH'

cThe

-RIhs8ution Set Manual Volume I: Usére v e |

| SA Document
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Istdalstesdedzj 6 i 67 o Odzd 2

91 8COdz dzF 2 Ctsdastetsdzdzjte o] tef 9 Oded2 (CLI NT)
10 ¢jdzj bOYdE fdcafOaspye fesccOBBd & (o] 6'

interrupt) d ftojter 90dzgd?2 ISO2dBBjtcO (machine t
ftoj tcr 9 Odzd 2 (dor e Local Il nterrupt Control |
ZftcOo dzj dedwVv f totsG tc O dzdsdz o3t tetfj tcj o Oedfdfdzcfizdds Is O2 d3j to
CLINT ftedojHjdO o IsOBddyj 9. 1.

v OB dzP}iG Otels® tjcdMmtetss CLI NT

dHt] 1 OL ® Odeq | JfdMmOded | [ 5f)ls

0x0000 | CLINT_MSIPO cdMmiste L Of etsmO/ Mmdz| RW
jter o Odgd W

G dffdsA@m dzj dzd ¥ 502 B t6( R/W

cdfilste L dzOyj dzedv 02| R

0x4000 | CLINT_MTIMECMP
OxBFF8 | CLINT_MTIME

{
f to
L
i d

1 Of tetsf dzO i tctsG tc Odzdzdats § ftojto! 9 Odad 4 B J
mMeotslse jIsMisg g mMEE® CLI NT_MSI PO, MEPRd] tblstt O @jsls ¢x
flotsctcOBRBdts] o] tor 9 Odad j .

tjaedmlste CLI NT_MTI| ME GBVPI® dztsfj ts H1j de@ q jsdzd 64 s O2 «
Zoj dzd yd e Oj Is BYSCHKsu dnieflaSdiOiainzO  to j ¢ d i lOMBPY €] 1 N5 O Mdz,
9 IsOBdkdyd 9. 2.

5 OB ZPQistezCbzte® tjecdMmi® CLI NT MTI ME

1 dls'| 1 0L 9 0d J T dMOded J [ sfls
[31:0] |MTIMECMPL |[ &zOH P OW yOfyls! L dzOyj dad W R
[63:33 |MTIMECMPH |4 ls Otgh Ov yOfgls* L dzOyj ded W R

ulstekSCkkteO ttjedmlste® CLI NT_MTI ME ftej HilsOo dz,

5 OB ZPQistezCbzte® tjcdmiste® CLINT_ MTI ME
1 dIst| 1 OL 8 O JfdMmOded | [ 5fyls
[31:0] | MTIMEL [ OHh OW yOfls! L dOyjddw E R
[63:3] | MTIMEH HlsOth OW YyOMmls! L dOyjdd” § R

92s sdalstetsdzdzj tc tsBtcOBtSISCd odzj "dedrm Htojter o Odad 2

dlstczC sEtcdzOW Mnj BO Ctdstesdzdzj c© tsBtcOBISC d
te d fn zAHAC j§

1l dzj h ded § dMmlssyded ¢ d ftojter @ Odzd 2 f SHGC dzt yos
ftosyj Mifstedetsets S s dzj SMO yjtejL MdedzOdz i nt g
Hisdzy dz'@ B ' et MifdE BElstseo ™ @3 Mde dzOdzsd3 cl k. | Of tefs
edgesensi ti ve Mmdce dzOdzOodd.

d4dcedgOdzr int_global f§tHSd yosilsmw ¢ BdsCk
OCIlsdodztse s bktesodzv © BdIlsy MdedzOkzO i nt gl obal
Wstcdsdtez jIs © MmdzjHkeh jd3 sOCI] LOftesfy ¢ PLI C.
sls PLIC fBHIsojteyxHjddY & LOsjthjddd or ffsdzdz

1 20y 4 dzd § BdlO MdedzOdkz® int _gl obal dce detsted tol
f sHiIso jde™ Hig dzL O j teh j dzad d o r fistsladdy tBtcfbrdz jtff thoHi He ' t© YO C
odztsy Jdadz" § o ter 9 Odad W .
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Platform Level Interrupt Controller

access
MMR requests processing interface

Set/Reset IE/IS control

1 1
1 1
1
\ (PLIC) ,
| |
1 1
1 1
1 1
1 |
| |
| o . |
! Highest |1
| . . |
! T1071t; [
| = p . y , intr[context]
! g pending int fr————
. 1
| I selection for|
| = |
| g- context \
. P - - Sy= :
| E‘ = = ) =R a |
| 7 7 EEr |
| = 9] 3] 8T ES ==l
| gl g g S2EZ 22 E|
\ 2f 8 15) 15} 685 ¢g 5472
S|= — S |— =8
e HE = Brc | ££3| ) Memory
] = = = o = |
| o] e 2Ll a 2L a T g = \ mapped
! |
1 1
1 1
1 1
1 1
1 1
! |
1 1
1 1

{ dMzdetE @ sBEC bztedzOY MR j BO Ctdstesdd) €0 B0

I &s¢ PLIC §sdkkzyOjls sntsHdr j LOfsh o] ter

WHteOd3 S td3tf dzj € MO, Csltster | MdedzOdzdL Jqelze s 5
ftojtcr oO0dzdvY, BYJdHOE N jets BBOBSISSCd WHttd © me
tedydd3sd (MdoezOpz) .i nu d 6 dzO dz' int_meip d int_ue
SIsH j dz' dzts.

sbkzh jmMsokels MdzjHkzehdj Codzlsj CMisr tsBKOBSISS
lstsdzls j S Mls machine Ektotseo dz€ sifidsg & dydg) ¢ of ta teddO dzdzt
2s sdzlsj S Mis user Ekttsolsal -Afdtetzfse] o dpilsg d t& t5 ac@dzdzts fy

93[BL BBte WhkdeC ydudzdtetseo Odzed W

AdCdz ftejtcr @ Odzed VW

lusMmlsswdedj dzddedd ftojtcr 9 Odzdwy Mstslse jlsMmilso iz ]
tejydBO MODE ftejter o Oczd "W .

20 MsOdzOo dzd o Oj Isfqw B dls Y dHOdzdwY ftoj tor 9 Odad v .
sydh jdz Gzkfds a Msslse jlsMiselze hd2 dMmMeatsHd 2 toj ¢
of interrupte.

3uMlsOdzOs dzd © O IsmMw MJedzOdz EI P HdzWw Mo v L Odzdzsc

471 Oftesm ¢Start of interrupte BtOBISYdSs O
co tBttOBBIsCjée (cifmjwcenmnVidgee ) ya@HDj s Jd3 f tod t

5sB86GHO tBOBBIYdS L Oo jtch Ogds SBtfic@BasdsC jizls {f
cSCsdgytcfo Odzgdv é (¢cend of interrupte).

10§ tetsfr ftojter o Odzed 2

SOYH'2 ftedy dsded S ftojto' o Oded 2 ddi3j jIs EI P
fMh j Miso sdeQ dizd dlzdas@ts Y HEMN jets tsBOBSISSd fftojter o
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ssdz €5 g | fipdaz y@jdzOyd dedd ftedtstedlsjlsO yHEN |G
EiisOdetso dzj dzdzts e s f StetsE O.

vOBd&JYO ftjttr 00dd?2 fjHmsOodvjlk Mest?2
SftejHjdj dedz' BOBEEOpEIsadd2, ME. OBdIJyk 9. 1.

v OB dzdPU O OB dzd yO o j tcr 9 Odzd 2

Slfgdz’h [ BBL dOYJ | {fdmod J

1 | wDT lt6jt6' pOded] BWESCO MGG J o
2 | CAN_IRQO ) © 6" o OdzdCAN, B claepoi

3 | CAN IRQ1 ] 6] ©' o OdzdCAN, B Ao ™

4 | USB ] 6 6 » Odgd)8BB B dzts § O

5 | GPIO ] 6] 6 ofOSIE|GRIO

6 | TMR32 ] 6] o 030" HdEE B 502 d3j 60
7 | TMRO 1 o] o' oloBRE) €O O

8 | TMRL 166’ 00dedj SO2 B 6O 1

9 | TMR2 ltejc’ 00dedj O2kj 6O 2

10 | QSPI [BhJJ { tcjSusdas@uadBit] c O

11 | SPIO [Bh JJ { tciSusdasudsPidzj tc O

12 |SPIL [BN jJ f tojCuydeis@uds@idzj O

13 |DMA CHO1 2 1 6’ 00ded" CBdstsdzdz) €O DM
14 |DMA CH 34 5 1o 00dzd" CGdstecdzdzj 8O DM
15 |DMA CH_ 1 6] 6’ 0 0ded " C Sdzs 65 zdBGABO DM
16 |[DMA CH910 11 |l tcjte’ 0 Odgd" S tdzstesdzdzj 6® DM
17 |DMA CH 1213 14 |l tcjte’ o Odzd" St dzstesdzdzj 6©® DM
18 |DMA CH 1516 17 |} 6 6’ 0 Oded" C S dzstedzdzj €O DM
19 |DMA CH 18 1920 |} toj to' oSORMEfe'ic s dzdzj 6© DMA § &5 4
20 |[DMA CH 21 2223 |l tejtc’ 0 Odzed" CGdzstesdzdzj €6©® DM
21 |12C 1t 16" » Oded | 126 dzls o5 dzdzj 16 ©

22 | UARTO [Bhjj it 00d@] BESCO UA
23 | UARTL [Bhjj (]’ JBREH] B &SEO

24 | UART2 (BN jij ftojtc’ UAREN ] B &SSO

25 | UART3 [BNhjj it 00dB ] BESCO UA
26 | UART4 [Bhjd Htjte!r JAREY ] B dZEC O

27 | CRYPTO HASH CRC|1 6] 6’ © O dzd GRYBT@®EHASH, CRQD, CRCL

28 | TRNG ] ©] ©' o OdedBNGB dzts & O

28 | ADC 1 6] 6 0 Odzed j ADGHAR QADESD

30 | CMP ) 6] 6 o OdeCWP B Az 6 O

31 | PMU RTC 1 6] o' o OdzPYU RIS S O

94s sdzW e zteOyYydw ftoj ter 9 Odzd 2
SOtlsO tj ¢ dMmistcRiCH st RIs OEHMRIZzZptc ® OB dzd yj 9. 2
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U OB &ZPROs Otels O tcjecdmlstetso S sRIBSdzdzj 6O o tof 9 O

dHiejfl[BBL dO [ dMmOded

0x0C000004 | PRI[1] tdedmiste Ztesodzw ftedtstedlIlsj IsO
(WDT)

0x0C000008 | PRI[2] tdedmlste Ztesodzw ftedtstedlIlsj IsO
(CAN_IRQO)

0x0C0000CC | PRI[3] tdedmlste Ztesodzw ftedtstedlIlsj IsO
(CAN_IRQ1)

é

0x0C00Q7C | PRI[31] tdedmlste Ztesodzw ftedtstedlIlsj IsO
(PMU RTC)

é

0x0C001000 | IPMO t j G @i © 0 dzO dzd Y2 1 cffij ldsts 1 d
1 31 (Bdls 0 MUdlsdn O jsis fp dzv

é

0x0C002000 | MIEMO td codpBME@L toj M § ded W  dfmtaghilsetc 9 & dac
Hdzw dflstsydzd S s 1 31 (B(dls

é

0x0C002080 | UIEMO td codpBME@L toj M § ded W fusejtctg " e @iFlic
dMmstsydzed s 1 31 (Bdl O

é

0x0C004000 | NINT tdedmlste Ctsdzdyj s 8] tstizy O

0x0C004004 | NPRI tdedmiste Ctsdzd yd Miseo O( & ts ted Bz 2

i Yls j ded v )

é

0x0C200000 | MTHR tjicdibtc {cstescO fodstedlsjlso

0x0C200004 | MICC t jedmisfy /aOolg toh j ded ¥ tsdgde'O B &5 |
machine tjXddi

é

0x0C201000 | UTHR tdedmlste fstcsc O ftod s oy B

0x0C201004 | UICC ticdMmilste aLwisdw/ L Oo j tgh j dad W
ded Wusemts j % d d3]

rdzv  COyHBGEt dMmistsuyddEho) miste jztg lso Osis[H | dfn]dzr 2
Losdzwes h d2 LOHOI! jets ftodtstedlsjls. s tsdzlstetsdzdz
dstedlsilsO ftojter o Odaf 20.0dd R d lzddlyj jtiddz's Isfhwej iy 4
HY gs?2 (or MsCd2) . 1 sfdzj MBtesMO fJtedstedlsjls
ZOyojls ftejter o0dedd L Ofted M j dats. 1 sl sz f j to
Wi Olsjdz dzes MEsdW Jektcdteso Ols! jets ftodstedlisjls.
vl CEhftsmed] Bdltse BYdJHOdY diMistsyddS O { to
ydls odzise s © 1 d s 5y doptaigffie@ edyOdzdw N [ tcOdzd Is T
Mzsoe © 0, Cobtstr2 HftwjHMsOoadv il M2 daj ME
Of f OtcOls dzts tsB dzkz dzv dz.

IdIsr Y dHOddY, tOmf RSy sdgielzl d tsiscer fistc H &
sYdJHOdY © WwHtj PLIC tsydhojlsmw {ftsmdz L OfEMm¢
ofinterrup ) Hddzv Mtlse jlsmMisekze h jets dMmMlssydzed ¢ O. [ tSH
ftcjtcr 9o0dzedWY © WHts Ctdlstesdzdzj 6O PLI C Istsdzt €15
sBtcOBBISC O ftojHr HEMN jes LOftetsMO ftojter 9 OdedWw ¢
dMmistsydzd ¢  tizjotdijlsso@fdsdjwdz! da 2 ¢ ktesodzt, IsCdzé yoOj
WHtts PLI C EmlsOdzsodls Bdls I P d ftedyHJ, Ud i3 f
ZMlisOdetse dzj dedz" d3 d dMmistsyded ¢ ftojter 9 Odedw BEZHJIs 5

o TEIHS
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Htsdzy j dz2 BERHJIs Iststf tdzjflgitaizfAsmiIseo sy 9" L9 Qo h jji o] ter
sB fdzz Y d @ Odzed v .

t JcdidBMOJUIEMOY tej H MldD offiyrts? B dlsso zt -3 k2.
ZCOL" 90jIs dz20 tOLtejh jdedd ®lsftcOosd o ter 9 Odad"
d MY sdzdzj dzdf dz0 da@Qifeedj )} sfdzj MBEtsMO PLI C L dzOyj dzac
MIEMOUIEMO fyB tetsh jdz@ o 0. 1t Cclstsodzsimisd f ted dad
cOL tejh dls sBOBBISSE 3 jd&ZzOj &3 = ftoj tor 9 Oded?2 1 &
tcd ¢ d MIEMGJIEMO. { j S Bd3d dzH 2 Is MW Is iz fipls © dzONSIGEADAI NS0, o
Cslsster | Mtslse jlsMiseakzels Hj2MIlsadlsj dz' dets Mmkh j Mise
Yylstse"™ dLBJ YOI fsweodzdzdwWw Htejter 90dzd2 sls dzj Mk

95) esCEtc OdB3dzdzOW 3tsH j dz' Bt OBIsCd odzj h dad m ff te

RMssydzed ¢ § 6 jtbrea @dggp2 (source) vyjtejr PLI C
ftojtor @ Oded VW . 1 sdzj orf § sdzdzj dedV dgj SB R tSHJ A" A
or fsdzdgj dzd v ftejtor 90dzed?2 d orBtcO dOdBGdZ|j o
dzj MEBdz €dm o) to" o OdadhiPd) G dzORA IiCn t W e d3gptc 5] ISV H to Iz
Odzd ydj ftojtecr o O0degd™w, ctlsotsets ¢ BLOBESISEj .
mip o BdIls MEIP (machine external I nterrupt

1 5 Edi3sdzyOezthdf toj to' o Odacp'in] Btotso df'ted o d dzj e Jtets9 O
5B tc @ @IS s fipachinets j 3 d d3fn dzd u’te;tsfaOdzq’W dzfj LOftejh
Zzmls ©dats o dzj Bdls MEIE d o tjcedfmlstej mstatus &
ftojter 9o0dedw (or" fsdzdg” jIlsiqpw ff jtoj - SH
wﬂebm@ﬂgﬁt@?dud doe, Is. 4. bdf dhist:
J 6" 9 Odzd 2 sd{ sznlsOdandzq’aO;Lsan )
C ftojter 90dzedw © machine tj)yddi BBy,
d31]’|zdfs|3@3 GH)IsPdswsaer sext ernal interr
uip (M. [3]) d fesmdzjHEzeh jets 9" Ltsoa O Ctsd3OdzH '
Hsdzy dz" B' Is! ©OLGjNjdr, Is.j. EMlsOdesodzj dz Bdls
CSR tj ¢ d(ffisdsd [u3i]e) .

[ dzv ftseor h jdedw ftosdLotsHdIj dz desfylsd ftescteOd
CSR tjedMmlster medel eg d mideleg Hd&vw LOCt] ff dzj
LO wgrdhisds. 1tod dMitsd? Lso Odzgdd HOdzdes?2 fnd i
USBdzlsj SMisj WHttO yjtejL Motslse jmMsekze hdj toj cdmlk
WHics 5 dzgOdzdydd IOSCtsets ftejter oO0dedw yjtedL Mmded

rdzv coLWisdwe odzjh dzj dzdizj dathj otz ©rZd B H deBts d ;Y
Ylsj dedv ¢ 5 @adjtgjdifidstcMdMR CC. CIls0O IteOdzt OS ydw md.
Of f OtcOlsdzr 2 @ ftslsst¢ fHtoddwdz ftoj tor 8 Oded | ¢ dmf &
ftoj tor 9@ Odad W dzj sBrSHd B o f sdzded Is! IsQeORBEOIdR &, L
MdecdzOdzdL dtezjls © PLIC s Istsdiz, ybts tsBtcOBBISO

Il R Bs dMftsd Lo Oddw RBsHjdzd BeOBBESJ
slsdzj ¥ do OdedwV dzOdzd ydw ftejtcr 9 Odzd?2 dBwBsY jIs BT Is
Coltstets? o d3jdnises fotseddzjOddal W  toj tor @ OdedwY d ¢ L OB
sBtcOBBIsYydSs Htojtc! 9 Odad VW, 1 J Bsydls MOBsMmMistswis
ftoj tor 9 0dzedw fEklIsjdg ylsg dedvw tjedmlste® | PM. 1 [ IsC
2O tBteOBGISSE kL@ ylsj Y ttjcdhsto |

lted dMfsdz L so Odzdd HOdzdzets?2 BsHj dzd f tetsG tc O d3C
| PM dzj cOtOdsdlkjls, ykt §mdjHkzsh jj ylsj ddj
I sfipdzj Hizs M jj ybjdedj | CC sy jls o jtodzkzls! o tor
s3] esdg,d @ jldc@izIls! dsdBjte 0, ESCOLM 90O hd2 dz2O |

r

=

b
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10s Sdzlstesdzdzj 6 § oW BSE SDMASTsEf O S § Odswisd

[Mdeso dz" | Moas2Mlsoa ©® d Bwlsdzdydlsj d dz@r j fMse j da

S24C OdPO trdEls tes dzdzj 6O f W BSEB HEMsEZfO § § OdW s

-COYHT 2 QOldszthngHZB)Htsq’d_?)ngs o stk Qg dzpded v
HOdzdz' 7  fesctOBBdtek) &3 2 bose jdd fdstedlsjlsC

COYH'?2 bkisojdd fdswdksjlsO GBEOBOK' 90 ls
SftejH]d | Bscts dsljtesdh ¢ O0dzOkzO DMA

- sSHHjtY CO tOL ddydsecss dfO f§jteiHOYd HOdzdz

OB OBy Is! T fjacglg'ted™ , T Qdgflsi'jted W
- SHHj Y SO ttOL dzd yoMA: Isdff tse yd§¢ dzsoe
-fBHHJBYCO ydsazdyimMises t6iyddBO §jtjHOoud;
- SHHJBYSCO fjtejHOYd HOdzdzr = tOL dzd ydzts?2 tcOL fe
-C O HEs®BE C OdzQudRAmM Is DMEO  ff j tco d Yy dzOW d Odz' Is
Izl]’teOadeth’: HOdzdz" = € OdzO dzO;

~ofMj HOdM | € OfzPzOo figloulr GHrtcp L§tOo dve h dn

6 OL tGWHdztSfr]lsJ HOdzdz' & ftedj BdzdS O ©€Oo dz® ©OL oW

CdkdujMmlsot §jtejHOWw of tosedeOtsdydsdzo sdpj ©ls

ddzStej Bjdzs OHELjMO §jtjHOyd dBByjls Brls! BBd

_o L By desfls!  &OYOl! fjtoj HGPITME3R, TMR] GARD dz0O 3
SP| ADCSAR, HASH.

O f OtcOldz j dMmistsydzdS t§dzs B thtefis0® D BAZOREOL O dz

v OB &zdlO@ ¢ § f OtcOldy j dMmtsyddSd L OfiMaMEss S OdzOd

1 5di3i| ¢ § OtcOlIsdz 2 {fdmodzd J

C 0OdzO LOftesmtso

0 GPIOA s OdAOMiA tsls  f GRYDAO

1 GPIOB s OdAOMiA tsils  f GRYABO

2 GPIOC s OdAOMiA tsils  f GRYICO

3 - -

4 TMR32 s O dZOMiA s EMR32

5 TMRO s O dZ0Mia ts ISMRO

6 TMR1 s O ddoMia s IMR1

7 TMR2 s O dZ0MiA ts IFMR2

8 UARTO TX s OdAOMA SIARTO 5 f jtcd HO]
9 UARTL TX S OdAOMA SIWART1 5 f jtoj H O]
10 UART2 TX s OdAOMiA s INART2 f ptcj HOYJ

11 UARTO_RX s OdAOMA S WARTO 5 fted j Bl
12 UART1 RX s OddOMiA s IART1L 5 fted ] d3kz
13 UART2 RX s OdAOMA s IART2 s fted J 3z
14 ADCSAR SEQO sOdzOdz DMA sls fMmj Cojdzmt
15 ADCSAR SEQ1 s OddOMiA tsls M € o | dzMAPBIAR 1
16 - -

17 SPI0 TX s OdzOdz DIRWY tsIstf j o j HOYJ
18 SPI1 TX S OdzOdz DIWAY tsIsf j toj HOYJ
19 - -

20 SPI0 RX S OdzOdz DIRWY s Istf tod j A3z

21 SPI1 RX s OdzOdz DIRAY s Istf tod j d3lz

22 HASH s OdzOdz DHABH tsis

23 - -
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101) etsGtcOBRAzs] bfteOo dzj dzd j C tsdzlstetsdzdzj tetsdz D M,

SsdzlstctDiddrp o f sczdzw j Is -f1l6td ] HREDUGeWEH dz" = H Odzdz” - .
HOdzdzr = diMstsydzd ¢SO0 d Htedj dgdzgd SO HEtsdzydz" BT Is4 fSH

stsdzs otz fftsL otsczw jIs EZftcOo dzwis: d dzS tej d3j dzls ts 3
dimssydzed SO d fted LOfdMmd HOdd - alsy tsdj dpddd Qs W |
f jtejHOO Oj &' & HOdzdz' 5: 3] ded BOdz' dzOW 9 j dzd y d dzO
ttOLteW Hdzsfisd §jtejHOo Oj B & H Oidasial s IR dite . RO gzts
DMA Gy jls BT ls! dzOMbtesjdz dzO Otk 1 WdSbfodtess
FIFO).

S tsdzls otz ] j s oL idsy dztsls: tBMdzEY o Ols: i
5B BSREQ] Mdc &zOdzr L Of tets ) OBREQB dfOWERE RBPL2 sARSS dz
Cjdzjtedtelzjls Istsd €5 L OPBRENM 20 § OCjlsde 2 tsB 3§ d

S Oy HBBREZ COMHOEHOMA| igOsls e Zkigls Ho ] MisttkzClskzt’
HOdzdzr »n: fjtodydzOw d Odz' sjtedzOIsdo dzOwW. 1 [ U |
LiIsdn fkzSkkte.

10 ttdMEdS jf 5COL OdzO 5B dzOfyls! § ORWIsd, dzjsB R
EftcOodzws h dn HOddz n § OdzO dzisi24 f QO dafsfy f tsofiz! s 65 o @
Odz' Isj tcdzOIsd o dzts? MilstezC Iskzter H Odzdz" ~ .

ALT_DATA[23] [ 370h
ALT_DATA[22] | 360h
ALT_DATA[21] | 350h

ALT_DATA[11] | 2BOh
ALT_DATA[10] | 2A0h
ALT_DATA[9] |290h
ALT_DATA[8] | 280h

ALT_DATA[7] | 270h PRM_DATA[23] | 170h
ALT_DATA[6] |260h PRM_DATA[22]| 160h
ALT_DATA[5] | 250h PRM_DATA[21] | 150h - R
LATAL] DATARA] i dnysd ok
XXXXX400h ALT_DATA[4] | 240h
= v tOo dzj dad
ALT_DATA[3] | 230h PRM_DATA[11] | 0BOh CHANNEL_CFG | oyan
@ s 6 dzOs §f o GzOW ;
mmsmt;s'zd;m Hdz ALT_DATA[2] | 220h PRM_DATA[10]| 0AOh ol o8] & Tolis ddkéBod GO
H n
ALT_DATA[1] |210h PRM_DATA[9] | 090h stz ClskzteoO I
ALT_DATA[24] DST_DATA_END_PTR|4,
ALT_DATA[0] | 200h PRM_DATA[8] | 080h -
LEOLOL] & dhflssyudds o
XXXXX200h PRM_DATA[7] | 070h SRC_DATA_END_PTR| ., o
PRM_DATA[6] | 060h I
=DATAI) LJ dnysd bk
1ieo d ol PRM_DATA[5] | 050h 0l 00 & &
Ml te bz ¢ lHzQeddz| = PRM_DATA[4] | 040h CHANNEL CEG
PRM_DATA[24] oxm oATAR | 030n - 008h » .
- LCOLOL) & ft|dj gdldBedudeo
XXXXX000h PRM_DATA[2] | 020h DST_DATA_END_PTR|g0ap Mbektlbleo
PRM_DATA[1] | 010h
LEOLOL] & dhflssydds o
PRM_DATA[O] | 000h SRC_DATA_END_PTR| /00
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tcj 6 d AISRIBICNUM. s Oy HEBBE or o tsHHzo B tstOls dejj 1§ fif linds stOls

] AtsHT d or atHT fjtedWjted?2de n BdzsC s o
9" o sHOBR] BIStesCtsdstesdzdz] c©@ ftod Emdzse ddf,d3 yls
Odz' sj tcdzOIsdodets?2)] Wga2oyd m LIsdds §JjtedWjted?2dzr 2
ddeW stedzOyds dzO dgj MSCtsdz' Cts 9" atsHISO tSHdatso toj d3j dack
smikzh jMsodzwis! v bid ¢t i BHdSES 9" 9atSHO, o
Il Issets degd s tizelzdzs ftoj HEMdBsIstej 20 MdMisj B3O f tod tste
ssdzdyj mMlsets 9" atsHBSe, MdcecdzOdzr ) Clstster BC s d bzl
COYHBGEE BAECO ttOL dzd ydzts
OfMftejHjdzjdedj ftedstedlsjlstse Hdv ontHd o Wi
hd?2 fedtstedlsjls ddijels Wkdsydd M doOddgjds "
ydd M dOdetd "dd&z dtsdijtesd. 1t fted It
sdydz" § WkdSydd M SHddZOS o™ B3 detsdid te Od3d ,
O d dzuyddic dztsfdZideO f  dzO0 o3j dz hj, © BEZC 9O {51
tcdlsjls Btsdz hj.

OL Odzdz j ftcOo d &zO fescteOBR]tetso Oded W 9"
tesMistcOdgw 8 Isfqw  dzO@ o] §jtedWjtcd2de j BdzsC (.
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113] AtHdy § Wddz Ister

st ofMmMjdz § dzsh OHCOdZ o" atsHtsSO IstetsH § dgsOy J td fm lzads
sCOL OO MistezClskztedzOW Mnj BO Wddz' stcO@ o asHO
] AsHdzs?2 MdedzOdz ) 9" asHO stlsO By jls ftod
dd3) , O¢ d fjtefMmMddatsddL Jciss Ok w sO¢
thsQISdzlststsdzdthGO). L tcOo dzj BYNCSEIMBMNCLCR.Is 9 dzv j

dz

fr
s sdzded Isj dz' des | fils! o tsL Esy desMmis! o € dzs yd w

Is
d
Hdegse s fMdedzOdkz0 Hdv  § sdj R &Lk il d oosijjst ®
fOHOs s, MdcdOd §jtejHOjlmMY HOM hj 86 MAjc
Wilsfmw ., Jtojdgidedz" J ddzlsjtco Odzr diBiyHE lsmyilsC
ktslsr f St QUALSAMBLES | b @ §) tije Gdzts 2 ldndsls jsta &f @alz H 10®
BHBS fstels ©.

Cozs yjdzdj Wddz kO d LOHO) ®BijydBO jcf
q erstLtSET/QUALCLR d QUALMODESETQUALMODECLRf s sls 0 j Is fn lso j o
Hdzso toj d3 dedzts 5B @B’ Igd dB3@j D& f I gl © dzts 0 dzj dzdz' -
Hmdzd 5§ 5 $YNCEEO|QUALSETMJ ¢ dzOdz Bz H § Is l]’thSElSHq’lsJ
1ls 9" AtSH.

1 dzts € ’
fdted Mddem egded L|IOYd d

| toj dsj dedets?  q dzlsj e plody
QUALSAMPLE W d

v

QUALSET

1 dzts € 1 dzts €

QUAICLR ftc O o daH dfT e j Is
?

QUALMODESET

3
QUALMODECLR

Addz seOyd™ §t 3/ 6 slhujls

oy
—&
o
Ned
o
oX

{ Mk dzB%u Kdb S sz tedzOY Mo j O W ddz stc® or

11.4) toj te* o Odzd W

SO)YHM2 dL oresHBe MisMmtsejd ¢ dzj S tistS O 1O dal
MtczC IskztedzOY Mnrj BO BAZsC O ¢ jdgj cOydd ftoj tor o Odzad
HnJBO o' aHO fwLotsdvjls OS] tMmEh jMmlse dzvw k

LOHOsOl!, 5 COCdBz OffOwObdshdz Mse' kd* ¢j
qdzd btebisds Jo.sL dzd € datso j dad dte JYCHTRIADIS dzdis © dzO o dzd o C

mMtstslse jIsMiseakzs h d2 WdzOe, d o MlsOo dzw j IsfRWIC. f toj toT o

ltojter 90dzdj dBsy jls Brils! MmMetotsh j dats f tots @ to O dzdzdat
Bl toj NTSMASTH® | dzv teOLtejh jdzdw ftojter o OdgdWw o' ¢
JHdddykz o Mttslse jlsMmilso z& INTENSES, ' 9Gs HHzdzWB dLISO {ftdgjij clsfCh I
JHdddyk o HNIENCIR] ¢ dfmilstcO
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[ dzw L OH Odzd W sdf © MmtsBr lsdw (ktetse j dz d dzd
ftoj tor odomifdsidz' L 2 j BNFPYPESEG d fRlsizy L OH Odzd W  ff 5 dzv to dzts fi)
tctso j dz ddzd sy dlsj dz' dzr 2/ tsls tc JINTOBLEEL dz'O2 H Wi
MBtosMO WHOTNBESRY INTPOLCLRIisslso j IsfMise j dadats.

dlzh jMmsolzjls otL d3dtsy datsls ts tsas Gdfdiy Cinyix[thfdASOER) diO
dzj sBRrSHd®Bs L OHOILT W tstgdzls §f (c JNETYPEBEH % ©O L Olsj dz
Mtstslse j IsMise & NNTEDGESEdzdly 't lotsdz tod ¥ dd3d Mtsmissw dzd
INTPOLSETd c detsted telz j Isfqw . [IsC dzt ydls! toj y ddy & jcdsidis@n
By dzts L OYNJEPGECLR o IsOCtsdz Mz yOJ Hddzv ¢ j dzj toC
dmMfsdz! L s9OdzO Isj Ch OV dZOMIBAESENO f sdzvw tcdesisd (

Il tiyddd fHtjter o 0dedwy s EINFEDGESETdgj Mdsdsdvwdgdly
Gjdaj tOyds .

1" Bt f 5dvtsdzs s d
| INTPOLCLR | 15 besod® dd&d Yesdst
7 | INTTYPECLR |

| INTPOLSET  |— !
| INTTYPESET | L bffowOkd j
RL MAjd| [ &6 »5
9" 9 BHD" [ s& > 0 asfissvwdd) ftoj e’ o Odac

. INTSTATUS |
g\ 0 ‘
vl g B N »l 6] o7 o OUR

L]+ [\ ]

[ EDGESET | | INTENSET |

T
| EDGECLR | | INTENCLR .
ITEEE BR&EeET Hobkn WdOhldy § Bdd fejter o Oddy

{ d Mk dzB%u kltdlz § Is Iz to dz@nRs fj) Wzj BOYE d § tcj o7 o O dzd

115 j dzgj tOyd™ Off OwOkdy = LOftsmEss

stesd3] ¢ jdzj teOyYdd ftojter 9 0ded?2, ftstels' ISOC Y]
¢ Hiclkz ¢ 52 fjtedWjtedd. ] 4 dzgj tOydw LOftetsMO ff to
ftojtcr 9 Odedwv dzO wJ B ciPdasBlsbdRBodk] o Oy des, BOME d
dzj s ( MGIMIESSEdEd | o dzdv dzdj GECOL" 90 ls Istsdz €5 dzOT
(INTTYPESET, INTPOLSET, INTEDGESET).

[ dzZv Itsets yYlstser o Moslkejlsmisedd M dBREXFsSLCES?
LOf tetSfipdzB toctsOMA] tertsB - sHJ digs tsfizh j s o PMMAREQSET d fiy!
{Cdzs yjdedj ¢4 dzj eOydd DM figlsistyls & d2OMBAERCERZAAS jolz

[ dzv Istséts yYlstser o Ml jlsmisadd ) dOMmistets?2
ZOYyodzO® ftoj sBteOL s Odzdw ¢ A1, dzj 5B - BBASGBSETs iz h
[IsC dzs yJ ded J GjdzgjteOydd LOftesmMtses dzOYOkzO Htoj ts
tc j ¢ JADBIOCLR

116f jRQdd BsCdesoSd CmsdWdekieoydd

rdzv L ohdlr CtdWdelkztcOydd or stsHtse ls dzj MOdz
BjrnOdzedL 5 BdzsC dtetsa € d .

1l dZcsCdtesa C O CtdWdekztecOydd mikh jMmlse dzv jlsmw
tcl ¢ JLOGKSET, MmB tesf gidets od GEHGUR. Iotdddzy yj dzdets 2 B dzts
dedetstedtelzj Isfpw L O dMm! ot ofmj Bdlsr (i HitstdeMz fdddD yls
LOY dfMmd dzd M INTSEATESQIAL SAMPLE.
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18 EdtsdzyOdzd s oMy or 9BHT wodzwe Isfpw e OL B dzt
LOCKSETLOCKCLR d ¢ dztste d o zy Is lss ¢ 57 ylstss ™ MHj d&zOls! H sl
tcj ¢  HBAKSET/LOCKCLR, dzj 5B R ts5H d tABCKKEYtc Paiaf fpllstd L dzOy j d

ADEADBEEh . [ f)dzd dzj sBoSH s Mdzsea © L Oh disd |
LOCKSETLOCKCLR, Ists H tsfls Ols SLQ@GEKEY. d2¢f efthO Isu dA®dzd dedzts j |
¢ dzs yO.

sjCkhd2 MOk LLOCKSETLOCKGLR diitsls tdase & L dzOls ' |
©j ¢ JUPEKKEY i L dzOyj dedQOOIOMPEDDIs o j Isfylso k2 j s ) dMOBIS2 L C
b fils Odzs o dzj dadzts 2 .

117/ jROdzedL &5 BOME dtetso Odad W

[ d&zv EZfteOodzj dadw ftsls mvsdzdsiatizd &) ozisdzatso d ftf 5 zO L
BOMECdteso Odzdw . [dz fsLotsdzvjls EMlsOdzOe dzd o Ols!
dzfj LObwOGcdo OV MsmMisswdzdP) tcwimcdzc - f Bl Sikzazs o dz
fMlsOtch d2d BdgR2AGsH h d2 B O2AIs. [ dzv HishBzf @®0F sk ZPMF
BZOMMmMde wNASKLBlstc®o ¢ fij MIASKHME. di3iz

SOYHTM2 &BOMMde MmMmissdls dL 256 tjedmistese,
(tsIShHOBFH) , Ctltster 2 wodw j My &OMS Be.r Hy GF ,dz2' dz®
sB dzOMisd f Odzv BP0 YOG R8EQ FFCHEdzw d3dzOH " j 2809 080@R Is O
2800 BFChH dzv MmlsOteh jes BO2ISO. 1dlr fmp 9 s 2 OH
OH tc R&P& 040N fiistsils o j Isfyls o Zh (MASEHBIPLKOD ] 0 Q 2800 @APMiz01h
(MASKLB[OXO 1] ) d . H.

[ dzvw Istsets ylstser dJL d3j degdls! MmMsmisswdzdj orf atsHTS
Of MOl desotsj L dzOyg ded j &i3® f@fieIRAEE] dsdEASKHBY B+
stoW H CdEdgjdptsds, Mtsof OHOs h dds Mts L dzgOyj ded j &3 dzO M
OL tgWHT f stels O, LOCter Isr j cdegzdzv zgde HBOMSE d,
tcd Bzls detso " j L dzOM4fA P OL PR dgiin@daf i 3 BOME Jetso
stels .

[BdOMs! OHkj ftss KGOMGS
MASKLB

[oxFF] [1000000000000001000001[1 111111 1{00] (2800_07FCh)
| |

P 10fdM! dsetsets L dOyj dzdw o BdZOMIS! &EOMS

DATAOUT 1]oJo[1]1]o[]1]o[2]1]o1]o[1]1 P o BBBO &OMC] d BSHIYdCOydd Mmishisswy dadw
H L OYd C e ¢ d iPATAOUT :

fomcd
9 2 0]
[0xC4] lOOOOOOOOOOOOOOlOOOOlOll100010000 (2800_0710h)

fomco dazonh jets gYrafodolof1]1]l[0xC3]11100000000000000100000%1 100001 IPO| (2800_070Ch)
v [0xC2] [1000000000000001000001(1 100001 0[00| (2800_0708h)

DATAOUT 1[0]0f1{1]0f1[1]1[0[1]0[1[0[OfL [0xC1] [1000000000000001000001(1 100000 1{00| (2800_0704h)
fsmdzj L \ /

[5dasodzj dadar § | |
L d2OUJ dzd ™ [oy00] [1000000000000001000002f00000000f0o0] (2800_0400n)

d4lsOh d?2 BO2I [ &ZOHN d2 BO2IS

Jrydidi ddj OHtk| MO &OMSd ¢11000011¢
2800_0400h + C3h T 4 =2800_070Ch
dHIB) M GUINED  GHiEj M WY

sBd&ZOMIsd BOMISC Lofdmd
BEOHN j ¢s uEs) D §@d J

t d fkzdzsiSf j1rodedL o5 d L d3j degsdz@ K h & fgls s © Az ©
fstesO ¢ M BOMS e Oded j o3

[dv dL d3jdzjdedw O, 1, 6 d 7 Bdltse tjcdfsto

(kO BOMSO wWodw,jlsiw YOMIL80007(Ch ¢ Ish 5§ O K@y 2d j
HOdedzr &, Cthttes) kjBljlkMw §jjHOl! o il (
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LOf dfMOls! o wQFOQA7ECh ) (GO jjiBdsts L dzOUj dedj BLEH I
d ©OL&GjMjds o DATA@QUIMkt] skl

O dZOd&ts e g ydzts o § SdzdzY j Isfje & B6IPR GOS0 AFR| ji @flddt
Zdh ' o Istsdg, vyt o HOddsdE MdzyOj Bjtejlshmw Ml
9 Oy 4 dz.

[BdOMls! OHEjMse &OMES
MASKHB

[0xFF] [1000000000000001000010[11111111/00| (2800_0BFCh)
|

I
P10 dM! dtsetets L &zOyj dzedv o tsB&zOMs! BOMsS

DATAOUT 10011010011!11011 D erEO $OMEd d BsSHIWdSOoydd fqtsfrystswdzqw
Hts L Ofd i ¢ d fPATAGUT

WlsOh 42 BO2IS[ &ZOHN 2 BO2IS [Om¢d
1 satsy L q[oJo]1 14 90y 31 9 2 0]

v [0xC4] [10000000000000010000}10{11000100[00| (2800 0B10h)
fomco fisfufafoolbL1] < (xc31 [100000000000000100001 1100001 00| (2800 0BOCH)
BO260 + [0xC2] [1000000000000001000010/11000010/00| (2800_0B08h)
?Ag%o(gg LA%%%MQ/QMM& [0xC1] [1000000000000001000010/11000001{00| (2800 0B04h)

J B dzts 9 dzj dzdz" j
L dzOyj dzd W

| |
[0x00] |100000000000000100001000000000|OO| (2800_0800h)

I mydmdzj dzgdy OHtej MO BOMEd ¢11000011¢é
2800_0800h + C3h T 4 = 2800_0BOCh
O Htj f dzQudmEOO dHtej i Hdw

5B d&zOMlsd BOMEO Lo dMmd
MsOtwh j csuaB3P? ad

t dMmiz dz61%f j1-10 dzd

Ld3 L 3 ded dedV MtsMmistsw dzdw M
fselsO ¢

d3 M dese Oded § &3
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12502 BBTMR 32

[ d€ tos Osteatidg i ftsh g dizth GidsCBL 256 lasaZ? @I MiR32

TMR32i 326 OL oW H dz’ 2 s 02 d3j to/uff Usjtieeu d S & Misips2 fls
LOC 20O/ MtcOodzj dzd¥. uvO2dBjte fBHHjBYdOOjls daj f
9" HjtYy Sk ot d3j deder = d dzlsj tco Coditsodzts ) dasdg® W E3Is {f
Cslstster j dsckl B! Mejdjtedese Odr C0OC ftd
LOC o OO/ MO gIJMRE?. dd3j jIs odzjh dzdfitsH © ez 5O 3" j
Odz sj tedzOls d o dz' j GPIDZS npGRHTMRIERTENG f f 5 dz' L Bjyls fips o g
odzj hdzgj ¢ 5 [sOC Is ha & ciADMRB2 CCHOHAMR32 CCIB T 8 n tSH T B dzts §
CAPCOM O fmd cT#RBZOUTOT TMR32 OUT31 9 msH '™ B @APCBM o - tSHWHhH (
o MEMisOs kO2 & 6O.

MOLOCIkjtedmisdCd v0O2dij LO:

232600 BY Hdz 2 Is O2udijists /i ERT&d MO SisT

Codtdektedekj i 2 dhMssydds sOCksotsdets Mmdc da

Y Stusgzt ektedolzj &5 RO kst Gadzjc@d L OF o Ols

bl CstdzO" Mo jBO O2dj 0 §jHMisOs dzj dzO d

I
| CLKSEL  TMR32 CLK TMR32 |
. DIV 31 0 MODE !
| SYSCLK—0 | [Divider 32-bit Timer Count |
' EXTIN—1 COUNT ) —EQUO !
: 1/2/4/8 Clear RC Mode : .
! TMRINTR | 1l TMR32
| CTRL bit.CLR \
S O U
. CAPCOMO —
______________________________________________________ CAPCOM] —
________________________________ e ________CAPCOM2 —
| CAPCOMS3
! CCISEL Logi '
! CAPMODE [Logic}—OvF |
1
| CCIA— 00 Capture 3] 0 !
i CCIB— 01 Mode b | !
. Low — 10 —.| CAPCOM _VAL3
[ —1 _ 1
| High | 11 TMR32_CLK—-Sync] iy |
I I
! >| Comparator3 | !
I CCI EQU3 !
| n CAP ,
1 SCCIHY !
! EN \(I)\\ CAP3INTR !
1 1
| B :
I S
I
: CAPCOM_CTRL_bit.OUT :
| O |
| I
! Output D Set Q \
! EQU0 —| Unit3 TMR32_CLK— ¢ OuT3 !
— eset X
! NN '
| ﬂ L | :
I
| |
1

CAPCOM_CTRL_bit OUTMODE

{ d Mk detsiCu Stk Clls 2 ts zOW s @2 j BO s O2 d3j
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12N dS ydsdedtetso Oded j O 3 6O
32 OL W H dz' -} yls CCPHBNTS

tdedmiste -MuQAsdGPONT d dzC toj B delsdtelz j Isfpw  ddzd HJ
LOodMddsfisd Bl ©j3ydd0 O’ ) §t fjitjHdyj Bk

8150 MuqlsOds q dzd LAMdijO db el 6 B B3 j 5 G
ftod §Jte]l sdzdCaNIsyd"j@dinisws nCoeyectduiiRiesdd s @ls
CLRIsOS Y J ByYydhojls Hjddlsjd IsOCIktseots?2 yombssisr d

1tscfd34qﬂdzﬁt;’sd3,jdzleJlsfr]W sisOdz0o dzd 8 Ols* sO2 Bjtc f J
(LO dmCdzt yjdzedJ d@3 tOLtjh jdzdw o] ter 9 Oded?2, CLRY jdst©O Yy
dLBiYOddj dzj Ststetej Clsdzats?2 tOBBIST . | Mdzey0Oj JMmdd Is
fnd ¢ dBYEK, dz¢ Btsj Yls JCRINTH ts §zef dig Is t6 @ ts d ) Is @ diis o lsbai Abrgistaly) |
dqdzOyj tejLbkzd sOIs disyjls BT Is! dzgj ftcj HMMC OL 2 5. ) ¢
tcj edMmlstc® o wWOBBYJ B MsMmisswdzdd daj ME Bz €5 tcOL d o
Yomistzpu) dzdfj¢ s OV L OLCAUNTY sd e diis® dL &3 dzj deds My ks

Jreste dhlssyddS O OCIkduse Oded™ d HJ dzdlsj dz .
vOClkdeso Odzdj SO2 ) 60 & fified ) dEOSHBEEK] dedip'ts  IStOIS
odzjh dzj &5 dMlsEYozZEMRE2 EXTING j LRlssydzd S SOCIsdteso Oc
BCLKSEL. | ' BtOdzdz’ 2 MdedzOdz M dzh tetsdzd L Oydd o j t
HiddBlydjcdBReO | ted o' fls GiRE) deidfls jsdf'ls OB L OMT o O

10 2ME O2 B 0.

02 dijtc LOfEMCOjImw ddzd fjtejL OfEzmMCOjilsmw

lv 02 3§ 6 Mupls G & @TRiAEEG U J dedMPDE>sd™ (6 4 dd3 ©C
dmstsyded ¢ kOSktsotsets Mde dzOdzO OCIsdoe j dz

2] tiyddi OBk cgoptEBlRedzdLe SO02dBjtc By
Oofdfmd O ) tc j c JARGAMOl.YAE O o degjodi] v i3y dets L Of 2 Mls
sMtej HMMlsoatsds L O dMmd dzj dzz CARCONG.VAL .dzO 1§ dzdsMs dzo i)
02 dfdaf toj d3j dzlsdplisdz’y Isfw

122t i dd3" Mmyy O

LY teOagzj dzj 3 dBsd3 SO BJ 6O

vO2®Rjte d&jjls 4 twixddBO OBl , i dfhodedz
cdzj ftojter adzgr 2& d coojten/ odedL &. { JMPOERS | cod filsftac
CTRL.

v OB dZdLY Bt jyddBT OBl sO2 d&3j 6O
{

MODE tdxdds fdmOded d
00 slsty |[ Ml CdBE@2 d3j 0O
01 lojtrn|f EscsCwObd 2 MmMyjl ks 0 H

CAPCOMUO].VAL.

10 1 jtojtor|[ desetsCtcOIsdzgr 2 Mmyj BFFBEFFAR. Hts L
11 lojtrn/ |[] dasesCtcOIsdzr 2 Myd s IEARCOME.YAL A
d tBtcOlsdzs His 0.
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tdddd3 coojtene

tdddds coojtene dMmytsd LEjlsmY fted L dzOUd ded d
FFFEFFFFh v 02 Bjts yd ¢ dzd ydets Mudls 0] Is GABCOMHVAL), dzd W
LOHOsh jegts § jted SH COS S OLOds dO todmkdg j

(CAPCOMOLVAL + 1) . sBGHO L d&Oyjddj kO2dKjw0 fMlsOdat
ftc Oo dzC@NT = CAPCOMOLVAL) , 502 sjte §jtejL Of EMCOjIsmy
[fdd wjxdd ¢ooj COUNT> CARCOMA VAL 5ClE®@2 &3 6 1 j 5 L ¢
dzj B3j H dzj dadzts .

FFFF_FFFFh

CAPCOM[0].VAL

tdmEzwRBE jydd coojtene

AZOE o] GAP Otz € BIHE QB OdOs dzdo Oj Isw, SCSEHO
COUNT Mls Odztso d lsfvw 0o dz@ B L dzOyj GAPEOME.YALJ f) lsned?O G f
fio] tor oTORtE s OdzO00 dzd @ O 5w, ¢ S@OUNT, L dzoQup) disljj Lipg
CAPCOMOJVAL, f jtjCd yOjlsmw o 0.

TMRCLK /A Y A N A N A Y A A WY A N A Y A
TMR 77X COUNT-1) COUNT Y oh X oth Y77 7]/7777 Y COUNT-1) COUNT X 0oh
TMRINTR ] / |
CAPOINTR | [ |
t dMzdes@ VB OBzso C O W dzOGe s ftojtor 9 Oded?2 o

RL BB dzj dzd tej e dMmisteO f j tCHARCOKIO].WVALOR 8 Ols O/ e O o

1tod dL d3j dzj dzedGAPCONIQA. YA lsotd® o tcj 3" tc OB SO 2 d3lst®
ftoesHsSd OjIs BmygeOdzd yecr f e OS2 j Mdzd deseo ' 2
MOtz ddzd Btsdz hj IsjSEhjets L dzOyjded™w Mmyuj sy
LdzOyj dedw Myjbyde o, ©O2dkjtc tsBdkzdv jlsmw. [ HdO
sHddz Hsf tsdzded Isj dz! dzr 2 tslsfmydls.

L ift)6 Bz dd | |
I dzi ftojtor odzscd3 tojdfdas fis QP IsEP jsls yaf BERECFFFAMGs L d
fjejLOfEmMCOjkmY fm 0, €COC (sCOLOds doO td
CAPCOMO|VAL OB 5lkOjls sOC xj, §0C d sMsOd d&F j o]
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FFFF_FFFFh

Oh

{dMmizdes&1 14 ter oade" 2 6] ¥ dB

A ZOG ff toj EMRoGE(O'dz0e dzd o O shyw  f tod o | kO dzecag J
FFFEFFFfoL dzOudzd K S dz o' MisOo dzj dzd v Y% z@2Z50 § o H fyls

™MRCLK [\ [\ [\ T\ [

COUNT 7/ fFrrr_FFrEn\FFFF_FFFFRY  on X oin X777/ \FFFF_FFFENFFFF_FFFFhY_ oh

TMRINTR N | /[ |
t dMEwLBE VMO C O W ZOEO ftojter 90O0ded?2 o ¢

RMf sdz' L s9Odedj dzj ftejtcr odetsets tod ¥ ddBO
Lifteiter oade 2 tojydds sy jls dMfsd Lso O! W H
ddzls j tco Odzse d o' AatsHde 7 YOfMmtsis. SO)YH'2 t©OL
ftojter o0dzdj. 10kjd ot d3j dadats? CRAREBOMuloVAIOd GHASE O 8 C
Bsdjtc CABROM® f SHY tScOBE] SBEOB SisS1E6 § o GO 1 @c
Ho O ©OLMr & ot ) defy ~L B OO | » toj cdmists’
Ilstsds Mizz yO,] o] dsj dedzgs? ddzlsj o Oz Cmsdzstosdzd tolz j I
LOHjtY¢d tBttOBBISSCd ftoj tor 9 Oded v .
CAPCOM[1]b  CAPCOM[l]c  CAPCOM[0]d
FFFF_FFFFh : : .
CAPCOM[O]bi CAPCOM[O]CE CAPCOM[I]di
[CAPCOM[1]a ~_— J P N
CAPCOM([0]a
0 A t0

! tl tl tl .
t dMzdets® ) 3 d36 dede” § ddelsjtco Odzr o daj fto] te
l 6§ a3 dzdz' § d dzls j lis'e Ofigt tstelglscbtztiso @iz d © Htkzce dn
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- o ydmazjCed smizh j Mise dzv j sy OCUs@C LKYISH tzy o - 51
32Bd Isdzr = H Odzdz" -

- oL Bsy desMls! tsBtOIsdBsMmisd orntsHd =~/ 8" - SH dg
f stcwHCtse BO2ISs HOdMzdz" », B ydodzQdz dz@ 2 XOR

1427 £ dz€ yq  CREzSS O
dlstolk Clskztc ORG dzs € O

< 32-bit AHB bus >

N~ NS

CRC_ DR [* CRC_INIT
CRC _CR
CRC B
computation  |™
CRC_POL
T - CRC _POST

t dfk dzsiCu Kz Slls L tc® B dzsSC O ftotso jteSd §sHMyYY b
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[ dMmOded jCRE dzts € O

0 f OcOlsdz 2 B dzsS § SH MY R § eQuiztads is t dz
Hsfiskz dz@n 2 Hdzw ylsj dzdw d LoCoftfldtmp.m - [ dz - dsfg st LHEE
L OYdd fig frdsjtecdf MtHjty dls tejL zdz SO fftdafisHdaedz j ¢ 5

OYHOWYW fjteOydwy LOfdMmMd o twjecdmilste H Odzds |
L &z0uj dzd¥ CRC ( figgHeidyB ) sdgtto e 5. ) sHMyY s CI
oM 3¢ BHz i3 M AtzaAOETL @ IHRP ©® L O dd i3tsMmisd
LOf M 90 &3 5 HOdedz = .
[ Bmiskz{ ¢ tcj edmMlstcz DR @& J I8 dBOKSE- dzisdzdly ddis

f Sdddip @56 d d o) eso daj deder o5 o3 fieo D) ¢&f@IsksOCREG dzts §
fSHH, by ©EIBhisky . [lsdd sy dydisdg] dzd™” L Osdfdl
HOdzdz" = :

- 4 1s0OCIsO A mdzow n B2 dzr = HOdzdz n

- 2 OGO AHRES Fdw S5k6 dr § HOdzdz o

-1 s0CI AH®BE mdw S&Hd T HOddz T .

[ OL d&3j 6 HOdzdz" = Bsy jls B Is! H dzddgd ogef U jJ fipRofcfv g Cistrs
s J teOydo LQfcddifigflsBR oH Chpiiig Isso j IsMilseo d d ) daj t8BORAESH d
1 Of ted d&3j to, C RJOnrHiEvdz 5 dpEORMEdz” B s § sHMydIlsOdzO L C
L Of d ip2Hs Os

1 sfdzj L Ooffjtdah i@ tc j L z daf tsaBJsh Og s e d ilste DR.
My sz’ L & jslefprOB RO (kmlsOdse dzj d Bdlsr XOROUT
CR),sH®j L & d® "ls\pdsi dcJREI s dzi M Ogl Isfg¥ ¢ d MB tc tc DIRE dz'- Is Ols
SBcOBISCd fisidd PSts MPODT .

SEWHEBSE Moz Hs9 Odzdw BdIls o dgzlsted SCOYHBGEB E
dedz’ ~ d3ssslse | Misd ddf] dptsdzL alz@qfjosizh | d3.
N[1:0] twjedmlstc® CR.

agjteH dzr | HOdzdz' | s ARNYBBO4 DREdIZf tej 5B tc O
8D43CB2 f) {sBOlstsor &8 SBON j dad j o3

- 0xD458B23C MisB®O®®] dz? O

- 0xB23CD458ctsB te ON jfds( jwid Is™ t6j B OISO

&
— 11
— I
O]

] " AtsHdz j] HOdzdzr | dsckzls B Is! sOCyj tBteOh j dar
CR. 1 1{ltd& Mmdkzyojddws | ipPddy jdshieohd0 Bdlkto
o' antsHdz' | HOdgdz" j 0x11223344 ftojtsBteOL z8 sfw o

1 dls XOR_OUT o tjedMmlstej CR ESOLMr90jl, ylst
¢ XORe (dMmCdz yorh jj RIR) Mt ofj B dkzdv B dd
fesdLosHdlsMY dzOH tjLbd sOstsd §smd] SBEOM | dad
fsslse jlsmisoakzs " d2 Bdls ® w©jcdMmstsj CR, § ftodds
0x22CC4488 {ftojsBttOLEZjIslMw o 0xDD33BB77.

1 dls MODE o tjedimlsttj CR EkflsOd®wfdad® 9@ IsC RG>
EmMsOdetsoa € j Jjcets © c¢cle, ontsHdz j] HOdzdz | ftsfydzj s
(jfdzd BT 2O o' BLORO Mo jlsMisoksh Ow s ydW)
¢RMCdz¢ yos "M jj RIRe) M fejH  HEM A MBHJ Y B &

v OB dzdlal0l &zd ™ dzd j B d 96 YMQD Bs GECERC B 25 S O
n . {jcdMmlste HOdedz 7 { tsMadz
lnBHd J HOd™ " o DE fmeites| 1 (BODEL fls O dats §
1 jteo' j: 0x0| 0xc704 dd7b 0xc704 dd7b
lIstster § : 0x 1] Ox7ab7 9290 Oxbdb3 4feb
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1 OOdy ste’  H dzWz S fiPeridis @ el@BFREY IN = 0x0, REV_OUT ==
x 0, XOR_OUT = 0x0, fMlsOdzH Otels dz" | L 2Oy j ded W
dzd yd OdzdL Oydd. 10 dMm' HOdzdgds)f tesdL @ tsHdIsw
Il MmMdzzyoj MODE, EmlsOdssHm rpdkdgs dH dzv ¢cflteH ) plslasd
Xxc704 dd7b (ftejHrHEMjJ] MHj to)yldldiclj( disjod ¢ M ot
HOdzdzr j) d tOodzr Oxd615 ccb6a.
1 dzs¢ f sHMyYyY IsO CRC By jls B! ddzdydOdzdL dte
M sd L v k4§ ttOo dzv & hipfsdts jB qOR R HrSsEOTdzHeO tadsjdzfi L dzO
1 OyoOdz! detsj L dzOyjdedy HdzW OdzestedlsBBO CRC d3tsy
I NI T. tjcdilste DR OQoltsdOduimMSd dddydoddL dtst

0
q
0

ltesctcOBBBdtetso Odedj HstesyHO8 N jEs ff tsdzd dats 5O

st WWduydd dals™ jfstiste tf yougilzs d30 L OH O8 Isfpw & t6j 6 -
Brls: 7, 83dMdE dfdaf B3QRedmdksmisd s §sdv POLY._
fstetsyHO¥ M dj odzddesd3” dzj HSHHJtY o O Isipw .

1 od d3j uDYdisidz’ 2 f sStetsy HOs h 2 f tsdzd datXas X @ asj j B XA st |
COC dzj yXerua2+.2+Xn.

[ dzd t©OL teW Hdetsls' HQ digie 3Rk , C RCdz@Bjadzedh i di3tsy J Is
gL BEzOHhdr ©OLKWHES tjedMmistcO® DR.

[ dzv  f sde s el VisdzBGgjsdzd 8 s CR®J g dzj dedw dzi Ht
dL d3j df dad YW dydj delstseo fstetsy HOB N jets ff sdzd desdBO (¢
of yudfmdzj ded § CRC dgf 58 R tewxyff@dsdadls’ MBtetsh ddzd ftet
His dLd3jdej dedV  stetsy HOs M jets ff tsdzd dets BO { s iz dg® dg®
CRG-32 (Ethernet) 0x4C11DB7.
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Mjesyj MMt fjHmsOodvjls MmMses?2 1§ 6dd 2
BiLGY Ofdsc s R j-1,GhNACERENS5 § )S;PAKjstedlsds MDS j{ Odze
Mz BE) o HNATSH ROkljdlsd¥dSoydd Mmsseh jdad?2)
©OL dzd ydz' B tod dztsopi PAH® L BEHS 6 ' Bl H dzv -1Q dzc2e2tel] lsdh
Hdz" Odze B6A[ds4E0 BHA Bdls HEZBE60dREGERLESBPISSHAY Od
fstseh j dd2 Hkdidddsd db,s QEAHO CO0C Odkcstdlsd HI
Okl dsd¥dSOydd Mmssehdjdd?2 &P dWidsSdey 4. 250 O dp dz@ ¢
L OC dzv YO Isfw 4, SHA2RASIHA2 BHAG &z MD5 2 jh WikdS yd?

152 fidgso dz' j ©htss j dedzs s d

{ mdzso dz" § t©HH jedzdzis fiplb)ds tc O

-5y d s te ded3] figef' B iesPezls d W d € Oydd H Odadz"

- Mistetsj o r Qufchifsiy PifdjtsSHA-2 24 dJ-2 S6HA d MD5

-32Bdlsdzr | Mdzs9a O HOdzdzg' = HMzZW 9 nfBSHOZ n HOdzdz ~
BO2sotsets d Bty BsetsfsebEizOHh jes ¢ MIlsOteh j d

-fsHHj o) €O Oodstis iFOLUsHfudetifnRdt © Mdzj Hso OdzdwY B dIs

- D IssBRBOIsdUj MS OO ftdadzy fagfFcOo MIs©o S o jHEN j2
HtsS tcOL dfj6tsaR)eodifsticd W stcdzd totso Odzedd B dzs € O;

- B3Oy MEOY tcOBBISO M flstsCtsd3 HOdzdz = H

tod d3d UOpdzets 5 B3O Is diQYnsLdisig) dzdnits cHaaBprz-H jaiz) fddf 4 yd W d € O°

e s to d K2 BHAJ-256 Hamissdls dL HBSBOo dzj dzd™ HEY sd
B &5 fezd B medive N o demy Hddgde Oo @B § 5 BSHEZ A 51 2.
" jded § L O Jtshid jigs iy dAsALd ) oz, dBtigls tts 1 jdz0 Y g dtf § Ksfn v
flsOo dzj dzd j &5 H dzd dedy’ tsted & d-4iz® tzy gzt tde @y, OGN gtz .
s lsgpils a3 25 M dzso Osd, OCHd SBEOL Sd5 dalzy dats 1§ 64 H
dzyy LOYdMmd Mmseh jddv, OB dlsyyazdds ¢ tsigdzjy st
dsd fdse | .

153 §f  HOMgIGtetsyj MO
| ZEES j RO sy MBSO §toj HMBAs dzj dzO O tod Mk dz§

< 32-bit AHB bus >

s
B
H
w
s

TORTAO O

Peructp DR Peructp DIN
Peructp STR l l
Peructp IMR
. 16 x 32 FIFO
Interrupt Peructp SR
SHA-1, SHA-224,
HRO...HR7 SHA-256, MDS5,

Hash/HMAC

t Izt dzs¢ Me-f 868 yg IHMtstc ©




1tod f J isks@®@ O g dadietedzs 264 B d B O €649y p Afipimstd@e d Is 3!
SHA-1,SHA2 24 d25S6 Ad MD5 o r-sydflindid» ug g |d@zDes, d IRBEGE - d 1
Bdldzz® or ntsHdzzy MbstesC kz, ifsjshsn dsddtsSidses jh dadassfydz jdzO
U ls thej iz BiglEtsB 0 j dzd W Bsy dgts B OB SISO f) f sdsh
Yl Mejdzj edtctso Ols! dgdzd ftoese jtedlIs! A Hf o H
MssBh jddw, O dj MOBsets Mtstseh jddy, yoOmbts
ndMzz@GB®B N jdzdw BT ydes dzOBdescts d3 dz " j ) ety o (
f totso jytdW jic ts o HstR d Gfgits B ~ tsohfigffditsdz’ L ts0 Ols +O dds tislés d ¥ ), tend jufls t
W s te di3d to swpdidmftsfe 52 f sHY dd.

O dze tstc GBAIY, SHA224, SHA256  MD5 SCoOdzd¥ dydtelzs Isfyw
SRz Isgigs&d Mo oy deifedfld] o sL Bsy dzts dzO2Isd M M j dzd
OdzBY Mz Bt tsB " J dedw, ddzd dzO2Isd Ho O OLdA -~ Mts
2 Sz tgisse M jdedw. [ Bts] dUf B gz e inp s " p dad
JlesWisdesfis: " 66 erytegdSEMEz Bf@sse M jddv, d fsHY
rls l]’teisa;ts;dzo

BN j dod 3O fif i ©® dzdz'i 2w 5B ts OB 4f ls@sd) j ffmie s d5
1‘r]i;[tc;q’dﬁq’GlgG)ISBJc{lstsaIzB Mtets¢ 2. rifdedzda@ Gawsigitsdgrs ifis o |
sseo o {LIstsda Msseh jddd (§EknNbe@&$2-s tfd dse2) deddils =f
MstetsC d W tsterl3f[lecdgttizls o B 2

1 ed i3 yOdEEe O MistesC O t©OMlsy s fdzj o @ dzOf 6O 5,
@Bdls) ddzd-sifdEe © ( 32

1541 dzd s j d' dzgsfyls! tBtOB&LC d

ltejdgw or ydmdzj degdv ftesdzj yzlstsydesse s BdzsC O Mmts:
-66 YdSCdzse Is OSHEOKsHEARY M oz SEAslf

-50yd S dztseo IsOC Istso €K diyd dOdSEA2PEs D

-50yd S dztseo IsOC Istso €K diyd cOdaSHEAs 258 WSO

-50ydis e s O€ Is 5o s ALK Hdp dZDdzMDB f IS 30

] sdi3d dz3s o toj ogjj di&f[v odzjus/ENAsSH d d3ts HtsB Q9 dIs' 9 tej d3w
16 fqdzse BAEZSCO o ftosyjmMmtste (s CtOdzj 2 dBj teg
Bdls) .

l . dgw , dzj 5B - SH d BS § Hdzw tsBteOBBISCd f tsfdzj H
HMAC) ddisydls BT Is! Owdfdndedzj dsIs MHtdzddipdzr L f sfdzj H dzj Gt
(9 twiyxddi HMAC) . Il MttOodzgjdzdd M GBOBISE 2
o dzd yd dzts o :

-ds 1 S5HRe@L, iz g ;

- sdizB BEOL H&YW eorntHdset ¢ dz¢g yob HMAC;

-SlsHB521cO0OMtsmedzY j dzgdv HMAC;

- sdiz6 BOL Hdzv o dgzlstej dzdzj e s S dz6b yO HMAC o fi
dmf sdz! Lz Isimw SHJOCSe " | odgkzlstej degdzad 2 d o dzj M dzd

-tds 53 ,Hfts 5 HdW odzgj M dzj 65 Sdzs y©O HMAC 9o fydzkz:
Hdzd dzdz" = € dz¥ yJj 2.

1556 dtf " HBPdzdz

[ Odzdff jiteJ H @¢ sy j MMt §t 1§21 8BGO { fiidzse O j
DIN.1 ted {dsfifshdisH dzOWY B dlstsoa OV MstesC O By jls BTN Is! s
Mzso ©, ddzd HOYNJ o] vHE OB QER] LoO pddvH | defipldsjgdats
sBtOlsdz 2 fstcWHISS BO2Istse2 2 4 dh2r Byl ApdzjtfdfdwrdzvSs HArLY,
fstcWHCBAR BO2Istse ® LOodMmMddsmMisd ls Istets, C
sf jtcOydw L Odgd dz' Bdlsse, BO2Istse d dzd i tsdzlz fiyc
fesyd Mntstesd.
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vsditsBtcOB OIS 9 O d3" = H Odzdz" n ZOMiste©do Of Ismw
fws@veh jd&3 tcj edMmistsy CR:

-f tefftcj HMispordigrded = HOdzdzr » S OC BdlsBsots? Mistets!
B MsOBY dMOIs! L dzOyJ dzad D ATAT YP ER d Is t§0€ ] {f fsdddji O dzt

-fted ftejHMsOodzj dzgdd ormrtsHdzr = HOdzdzr » COC BO
LOf dMmOls!s L dzOyJ dzd JD AOTXAZT YoP Ep) d Is o€ {fist€sBjL O dzts dzO

-fted ftoj HMIsOo dzj dzd d Hots-tiptdatsls tf ts deti®iged@” Mdg AL j Is
B MsOBY dMOIs! L dzOyJ dzd D AHAT YP ER d Is €0 {f tsdBj. O dat

[ Z2OHh d2 L dzOyoh d2 Bdls Mtstseh jdzdWw HEsSdzy j dz BT |
99 J HJ dzdztstfdic By jrfijitste,dIsS3 B dlsso 5?2 Mstesdadydtsy otz E
mMzse j, 99 j Hijtadsiggdyfrpstes, j 'd Is. H.

dBTOMATHU4ECKOE 3aMNoIHEHKWE
COOE!LI.I,EHHFI Ha4YMHaeTCA OTCHD 04

pervctp HASH_DIN 31 |30 | 29 | wes 2 |1 c-|

opraHusauma 6uTos
nocae U3MeHeHuA
nopAafka cnefoBaHua

llllllr "OOO...."

t dMEBBET) toj HiflsOodzj dedj o RtHAF 7 HOdsdzr 7 SO

pernctp HASH_DIN 31:24 23:16 15:8 7.0

opraH43auuA buToR
nocne iameHaHWA 70 15:8 23:16 31:24
nopAaagka cnenoBaHWA

{ MEzBBE) ttj HMisOo dzj ded j o AGHOZ 7 HOddz A

pervcTp HASH_DIN 31:16 15:0

opraHusauma 6uToB
nocne W3aMeHeHUA 15:0 31:16
nopaAKa cnefoBaHuA

t MEZE8T) toj HilsOo dzj dzdj o nRtHAF 7 HOdM o ¢



15.61 " ud ndzg g&hr Bdystse " j ded W

mjNtesyj Miste §shdjHso Olsj d2! dzs ©SBKOB OIS’ 8 O k
ndMzdi@EstsBh jddw. v0Cdd sBEOLBdR, COYHMN2 tOL,
32BdIlsdz » Mmdzse ( 5 @ s widid)eitdedzC g Ools e de@ j
o " yd miz-islr BffietsB " | @dlade@vy e OWEMls  ydetsy 8 j-ll dgdg] dzd J
utstsBh jdadj Hdzw tsBtcOBtslIsCd 99 tsH d-tsfk dzb d3tf j 3 dzts g
Of dMOdzdzr 3 © twjedmlste DI N. v jSCkMjj MmMHjteyd
PWEKFO (I N FIFO) SOYH'?2 tOL, SCBCEHO{g cjndsd
| N d oERsiHRdMF20 BtcOL Ezs s oantHds?2 BEWjte HdAddts
[BlcOBBISCO BAsCO Byl dOyOl!: mMw Itsdz ¢85
ots2Hjls ofts on tsH dzats2ts jB kI fij ldote ts A fy et | Hets[dydalzts  f s dzkz y
mMsHjtydls dd twjecdmlste HASH DI N ftsfmdzjHddj BdI
mdzz yow :

1w Bs2 HMiskzY ¢ fOdwisd dj dmitsd Lizjlshw:

-0t ydMmdzj dzd j uOBBEYdEBESE] ] ddY o f tsdzdzV § IsfyW
Mstseh jddw o twjedmlstc DI N. 1 totsctcOdi3dizdetsy tsBJ Mt
fMdzso © BEZHJjls csltse (CBSEHO DI NIJS=HOQdzdz {jtc j fiydzjj H
BdzcsGC O © DI N;

-9 yqmdzj ded § BQBd@t@jﬂﬂdzlfrﬂMS?B“%ﬂidW ( § sfdzj H dac
Hjdipy sfzlsjds LOfdmMd Bdls® DCAL o

1 ted dmf sdz’ L s0 Oded d UtGWd315ﬁ,j1BH4HG1s1fn]élg31§qﬂ®]lst§O [
OQolstsiZOIsdui MSd ftcjHjdvjlsmvw ddWstedzOydj?2, lisy

-9 MdzEyoOj BHJdtsyds?2 f§jtwjHOyd DMA: QBGHO
DIN ®PtO&Ez DMA, twjddsd FER#FEH jIs OolstsdiOlsduyi MSd L
tej edMmistej STR, ylstse' dt DY & QEirzkdeds’ B Hisdmpd Isj jodd v ;

-9 fdzey0j ddetsy j Milse j dzdes?2 § jtcj HOYd DMA: )
( MDMAT) HBdyjdz B" Is! EMmis@datspe jzhtlzj aJ ded i dg.ts ¢ 16103
EMlsOdzOo dzd &8 Odzipw Qo lstsBOIsdyj MSd Of §f Otc Olsglk dzdzd 1
MssBh jddy HdY " jh O d HdzY COYHB2 WOL' Odettd
ddW stedsOydd B 1 I5OfOR HMAC Mmg. Ble@)lsj dzOFH ] fp¢
LOf esMO dz2O0 f jtcj HOYke DMA, ybt ftsLetddls ftsyj
fsidzj Hdzj 2 HjtejHOYd DMA Bdls d3detsy j Mise j dadets?2
sudh jdz ftescteOB3Rde” &3 tsBJ MY jUjdedj d3, UlstsBBdZ®pIst
fsMmdjHdjcts B&SCO d L O§EMmsdlshk 86T ddy®©tsg fzj dathyy .

ltesyd M 99 BHO HOdMd ~ ¢ J-b)Bd)izk s jgy adEigY
f ste f5C0 ftsMmdjHddj Bdlr JMoSHMGSES MNssBhj
1 sMCtsdz Sk HAdkO (Stddyjfsets Bdlte) MEEBh j
fsMmdz Hdzj § Mmdzse ;Y tats@yfj dfi@sdedzts Jd3tsey JAsi 'd i3d sB dIs 5§ Iz

sls 1 Hts 32. Clbt CtsdzdyjmMsets HfkzfMmisddr 7 Bdlsts
LOf dMOdets o tjedMmlste STR, Ylstse ’ f cOo d dz' dats &

¢ s5deyOls j dz' dzr dsm -yl dgdyozss ezl j dgd v .

sOC btsdzr ¢ts 1 Ists BkHjlsBHiBbFRBROmMBALL O@f dML Of 2§
fsidzj Hdz] 5 99 ] HJ dzdzts G-tstc B dzisK s htsdss " § A WS B tg OB 1S

-QoIssdBBOISdui ME sy or fsdzdgj dzdj s jteOydd LIOY tsd
fH j dzOIs ! sBh [z H dzd dzlz H Y tsdzdzj dzdzts Gjtshy tofiptstg Bnnis
f sfpdzj Hso Olsj dz' dets B OB Ols'™ 9 Oj Is nBjdpezCdxfiftts h5j1d2d vB

-9 " ydmdzj dzod § sk p-iph Gligisdes dzi 2dzd v .

SsSGHO DMA oG dz¢ yjdz, tdz § toj H tfiplaQ dndg'sjclz o detfts
fsfdzj Hdzj 65 fMdzse O H @alpdz’ ~d. o) Casiiggz x4 1S ezdzgzy © Is f
Qo IssB3OIs d ufj fifSta)d, KOG Cj B IO
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1570 o stsdBOIsdyj MStsj L O sdzdzj dzedj Mtstse M j dad W

1 Of sdzdzj dzdj Mt jddw L OCdzg yojlsmw o HBBOSO
Ctlstste’ 5 Medzgistzfsls G4 dzsj ydMmdzts Hs S8 & gzig® v d fy Bzt
Hsf sdzdz] degdesets B dzsC O MtssBh jdedw HAzddes?2 512.
LOf dMOdgdets Bz © twjedMmlstec HASH_DIN o Bdltsalzs f
NBLW ©jcdfkse® HASH STR, 0O tfkOeah djmw MmisOteh

lted d3j te toJ H fisdztsy d 3, Yylsts dMmea BHA] Mtsseh § dzd ]
CsHtotse Odgdzgz® Wstedzgz ASCI | cabcé Hdzdds?2 L = 24:

BO2Is 0 BOBIOR s 2 BO2k 3
01100001 01100010 01100011 UUUUUUUU
<- fjtotsj Mmdtsets LOfdMOddzsp ® HASH_DI N

1 sdzj NBLW HBUOcHszZ/ dss Mt L dzOyd dzedj &3 24 : ¢
fsLdydd 24 o Bdbteot?2 MbtesCj ( dOyd dzow lsmyj ks
MtesC j), ybt mMoskejlsmMisekils Bdlsk 31 o tjcdfMm
BzOHN jes ¢ MlsOth j dizlz) :

01100001 01100010 01100011 1UUUUUUU

1 sMSsd S L = 24, Csddyjmlsets Bdlsse o §tod
C dzds HsBOoadzW s sfw 423 ¢O0e&, ylsts HOjIs Isjfjts!
fsEYHS A Mdzj Hse Odzd™ Bdlstse Gl MisOLh jes & dgdzC

61626380 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000

1dzOyjdedjy L ©® HobkzmrmMdzsodesds ftoj HisOo dzj dad d (
[lss HO BCtsdayOlsj dz' detsj L O tidsoadyCsdggid Unisssis "W jtsdieddi ©

61626380 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000028

[ fdzd -fRgisy j st L Of tscORBI s Odz dz0 d MY s dz
sl BEOs" ¢ MlsOwkh jdkz, bECOLOddssj orhj Mmeseh j
fMdzj HEE N dj " Oc(d:

1] tGJG'CffI’]lStG HASH_DIN LOfdMmr a0jIsfmMw 0x UUB 36 2

2l tej edMmlis HASH_STR LOf dMmr 9 ©j Isfmw Ox18
f sfydzj H dzj o3 fndizllsaﬂy o Le@ieffindsde HASH_DI N, tcQo dzts
mMsse M j dzd v fntsfnls@adeJls 24 BdIls0O)

3 0x10 LOfdMmreOjlkmw o twjedMmlste HASH_STR,
o yq iz BsOs s HO NBLW | 0x00, L Of tsdzdzj dzd J
tcj cdMmMistec INASDH BOjIssots?2 YtsLdydd, tfftejHjdv]dBs2 |
Bdlsse" j Ytsrdydd [31: (NBLW+1)]. st8GHO NBLW =
SHdts dtsotsy Mhzsets Mts L dzOyd dzdjd3 0x0000 O0001.
(0OXx0000 0003 BN defdrd dBO s H MIsOo dzj dzd d dJukts® o Iz
tcOL i3jtesd3 16 x 32 Bdls. Mmdztse O.

41 v f sdzdeV j Isfw o figdalz) dzd 5 gl BigPss " j dd v s O

HisleZH dacj e d Mistc©®r HASH Hx. 1 Ofilcdd3j toc, HddzvW Odze
HO=0 xA9993E36
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HL =0 x4706816 A
H2 =0 xBA3E2571
H3=0 x7850C26C
H4=0 x9CDOD89D

15.8] * yd fdzj oz r dzb Ji0 d

MmJj W Ezdz¢ ydw-1, SHAR2, SHA256 d MD5) o' BdtcOj Isfmvw,
LOfdMmr oO0jIsmw o ¢l1eé o Jedmlstej HASH_CR, O B
SHA-1, SHA-224, SHA2 56 d dzd MD5) 9" BdteOjIsmMWw BHdso t6j 3
EmMlsOdeso dzj dz) M dMysdz! LsoOdzedj &3 Bdlstse AL GO.

10jd3 MstsBh jdedj By dls dOyd dzOls! ©BtcOBOIsT o
HASH DIN. stSGHO BdsS dL 512 OBafls,or By Mizhked j 1
ndMzgBEIssB M jddY dOoyddzojishw fm LOofdmd fjte’ a
ftesyd Mmtste sMiSOjIsmMw L OdwWIsr &5 9 Bk-iyfddzqj 5606 SIOO
Odze st Isd&3® MD5, -2Q@dkc tqtc Plsay B2ERHARO S HA

10jd3 feppsmMiicglsstcwils: Hts §fdzj Hdzj 658 Mdztse
fJjtejHOYd DMA, BttOIdijMmM! ¢ t©WOLHJjd&E ¢l Byl HLE
Mz yO4 , fr]dzq Hdzd dz20 MmtssBh j dad W dzJ CteOIlsdzO 5
ISQISdZI{OfB.-ngiJﬂ"]mZB@JISB.-.HBHLdCQBIC[fr]OISJ o twjedmlste HASH

1 sfydzj o " Y ok enjzdkgy@Ets y | Is B'Is! O fesydely@difmls
HASH_HO. .. HASH_H7, GHJ:

-HASH_H4. . HASH_H7 dzj dd3j®ls L dzOyjdedw, €tsc

-HASH_HS5. . HASH_H7 daj da3j ¥ Ils L dzOyd-Hedw, € tsc

-HASH_H7 dzaj dd3jdls L deOyd dedw-224j mdzd o" BtcOdz

15.9] r yqdfdzj dzgdj HMAC
b stedlsds HMAC dMitsd LkjlsfMY Hdv Oklsj ddsd¥ d

ftedoweL C(d sSBicOB OIS 9 O] BSE B Mtstse M j dad W ¢ Cc
s jydwvdcoydd HMAC MK Co wmE? Hdgjsdel®©pzd jc HHA
Okzlsj dzZsdWdsc Oydd MmMtsseh jdzd2é, H. Krawczyk, M.

1s Miklsd, Odketstedlsd MsMissdly ePrydrRokzrn o dztsy J dz

-pad fftojHMisOodzw jIs M2  tsMmdzj Hise Olsj dz' dzts
Cdzt yodzddzr HB dzs ¢ O H gl EdzS @i o(S9ts  j Mls? 512 B
nih oo OdrBMA2HIHA2 56 ( MD5) ;

-ftcjHMlsOodzv jIs Y jtcOlsste $ sdzf Olsj dzOyd d .

[dzv ©OMYjlk® HMAC bktjBlksksmw yjbkrtj ©OL ddy

1y azs € ddzdydOodzdL deizjismvw fhlsp By YOPEs lsO1
ALGO, bkmlsOdztso dzj dgdz" i3 © L dzOyd dedj, Mtslse jilsmlis
sOC Y] HBdyjd BTls! EMlsOdseodjd d&O {Iksd {sO0f ],
LIstsdy Mzzyoj M jyd¥dscoydd HMAC k¢ @& yo®Osmsizj H
dmf sdz! L 58 @&syORr jhvOCyj, ftod dmMftsdy Ltso Odzdd H
d odegjhded?2 Gzt y tsHddzOCtser 2, MdzjHEZjls EMlsOdzse
HMAC.

210jdg Cdzxy (SCtslstster 2 BEHi s dMmf & dzdal zyad @13
fjtejHOjIsMw wWHtk. ClO tf jttOydw dhfsd Lkzjl It
o mgthjtOydd (bt jMmis! Hklsjdd LOfdmMd ® HASH_DI

31 sdzy 99 BHO ddss BdzfH GO dAQ -fots g jfrfirthy x| Wts BAtg O
¢ dzs . 10Ijd3 tsdz ctslsseo ff tod dgv Is Isj CMls MssBh j
dmf sdz! L s Ozl HdzW BlsftcOoCd MtssBh jdzdw o s j

112



4 1 tfmdzy §jtco et tcO kzfida ®y jafij M t=ftds ts» D4 © &L Q Jh by Is
¢ OL OIss | Yysts tdz etslstse f sdzeydls: Cdzt y, ~JBIlstst
WedzS ydd (tsBr ydes 1 Istsls Cdzt y Mtsoaf OHOJ Is R jsj d3,
wWkdt ydd) . SBGEHO o9o9tHdIMW §Mmdzj Hdzj J Mdztdseds ¢
HMAC MmMlsOdsesdlsmMw HBMskzf dzr &3 9 tjcedmlsicOr HASH_

1 tod di3j YO ded

1 10HjteyCO orf ydfmdzj dzeq v HMAC L Oadfmdls tsls Hdzd ¢
M sd L soa Olk! HMAC COC Hodbzdsztse  dzdg’ jits HE[ @aOE 8570 js 2 T
(Hdzd dzdzr o5 dozd StstetslsS d d3) .

21 ted dMmfsdz L so Odedd Hdzd dzdzsets ¢z yO d, JMmdzd o dz
SAMK o tjcédfmistej HASH_ CR kfMmksOdtse dzj dz, dzj IstejBlzjIsH

HMAC BEHjls HBMskfjd §sfdi b soetsSgnsds Coisip dhp:

ceslssoase d of Wy jlj ftesydlsolk: twjcdmister HASH_ HF

1d3d HftedejHjd ted d3zd tc-10 kAR tESPlssBD@ HMAKD DEHA
dr Mfjiyd¥dcoydd NI ST. 1lwjHftdsydd, ybkts dfM
Ho sd-dasd totso Odzdzlz ¥  Samfplepizssafyddrkeylersbfocklere  H dzd dzts2 L
BO2Is0O.

1 ted &34 to

1] tjedmlste HASH_ DI N 99 tsH(JIsfwic Goddis tc jlsizdzd 2 .
LOY tsdzdzj dedw ), EZCOL Odzdzr 2 9o f tod d3jtddqo 6, S TB.( Is] ®fiK
EmMlsOdztso dzj dz #¢ 0 o twjedMmlstey HASH_CR.

00010203 04050607 08090A0B OCODOEOF 10111213 14151617
18191A1B 1C1D1E1F 20212223 24252627 28292A2B 2C2D2E2F
30313233435363738393A3B3C3D3E3F

2] wjedmlste HASH_ DI N 99 tsH delOff 8z0fM 5 tisB s jloded jz j (
LOf sdzdgj dz2d j ) . HASH _ _STR Htsdyjdz B' Is! EkfmlsOdzatsoe dzj
mMsseh jdedw d o' ydmdzj dzd j -dajozizals@eyjddsizj 6 5 ~j " O (¢l

53616D70 6C65206D 37361 67652066 6F72206B 65796C65
6E3D626C 6F636B6C 656EUUUU

3] wjcdmlstt HASH DI N ootsH(dlsntOooddd,h dzif 2 j .C
L Of sdzdzj dzd W) , dHJjdalsdude 2 o dzzlste] dadzj Bz € dzv ykz.

410jd5 orf fsdzdzy j sMw € tsdpyOlsy azizsg d .o © tuf ik
HMAC-SHA1 Efhiz o tjcdighe®@ HRxts (&), COC ¢ OL

HRO = Ox5FD596EE
HR1 = 0x78D5553C
HR2 = Ox8FF4E72D
HR3 = 0x266DFD19
HR4 = 0x2366DA29
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15100 jtoj S dzs yjdedj Stsdzlsj S Mo

[ sy dets ftejtco Oy ftosyjmMim "ihdiese Odedw/ HMAC,
Btsdzjj o' MsCdd ftdstdlsjlstds, d LOsjthdls! f
LOo jteh jdzO LOHOYO M BBdZjij or MsSCdd ftodstedlsjls
Hisdzy jdz Br Is! MmMisJtc@dgisdetsL on JrOgwIs!, O L OIjdz o
tojedfjlsdasyj Hzter , o Cwlstster 7 ftslstsS HOdzdze 7 k1 teC
dqdzd ftew 3" &3 HsMiskzftsd ¢ fORYIsd, fdmodr dzdxJ.

ltesyj HEO LOGkL $d HOdd = fttetOddid d3 tsB,

stsdzls j CMls Bsy des M tcOdzdls! Issdzt €5 SSEHO, ¢
sBtcOB Ofgw 0 O s | Mis! or H s dzy dz' HtSY HOIs! fw (S Y
SBtcOBSIsOdz d o ntsHdes?2 OF I( FO FYOr figlg) L dodfds ddly Wz I s

ttsntcOdzgj dzdj Ctsdzlsj CMisO. uwnteOdedlsy o fORBYIsd

T HASH_IMR,

T HASH_STR

i HASH_CR

T 5 I1BIASH_CSROH 81ASH_CSR53

l smmlsOdetso dzj dzedj S Bdelsj § MisO. stsdzlsj CMis diBsy J Is
or MoCftcdBtedilsjlsdets?2 L OHOYd. 1 d&zv 1 Istsets, Mmdzj HE

0) 10fdhdly MmdjHksNdj tjcdmlstef Odgls d dzOyj da
HASH | MR, HASH_STR d HASH_CR
dzd yd Oodzdf sl HihsEjh mMisOdzsade Bdls | NI T
ofdh disj tjedmister HASH CSRO ® HASH_CS
te

9T sy jIsy otsLtsBdso dIs! T dg2@ tetPB jStis& @ dz@).

ltesyj HEGO LOGKkLSCd HOdzdzr = ) d3d m OdzdL BO { to!

I 1lsd MoEy0] dzj oL By ds § sdz¥ s - tofujjfish s
BZORtsHdIsMw o MMmistswdedd or ydfmdzj ded v . v O0Cdd3 fsE
111, OHEPBQE MY ¢ sstse ugsiisstcd@,j "ysss' fkjtce Ols!

ltojter 90dedj BBLOBBISSE d:

H{udfmisdlsj Bdls DMAE, vylter ls¢ds ydls' ddasj

2)erH(1BJmJ LOo jteh jddwvw IjCkhMj2 §jtejHOyd 1

tcd cdMmlis HASH_SR)dj .  BiglOts disdets ® dalfe3pPids B ' Is+  dzj
ndf totsy fr]fr]IStG
) {Is¢ ydls: MmMttslse jlsmlsoakzs hd2 COdzOdz 9 ¢ tsdzlsts
4)] tsH BxHqBJ UWmﬁﬂm@Q@ dzi BEHJI etlstse ( B dzs!
HSYHdIsJ M DINIS =

ClsOfr mMtsn tc ©Odzd dZC[W dizlsg € figfg I©O dstOL df jj dzdvy , € =€ OC
¢l tsyj HEZtO L OGtkzL Cd HOdMdk ). ftesctcOd3dzdz” d3 tsB § M

1 Jtoj dzOMmMlstets2 sy Ctodzlstetsdzdzj 6 DMA 1SO¢, Ylstse’
9r By dlsy HTitjLOfEzmlsdls! sSBtcOBBISSE M Issets 3
DMAE.

1 tod d3d u Q dadfig dzd LOdd dzO® Ctsdelsd S MIsO  dzj 9 Cdzs yogls
HASH CSR38HASH_ CSR53 dzj gk des MisnteOdvls:  otsfyflso
ftesdmMatsHdl di YHE HokdwW BARECOR] (ftmdzi Hdzd?2 B dzs¢
ihj teki™Mjd © I N FIFO, NBW = 000 o tjcedimltej
HASH_CSR37 dzgj dzzy des MsrteOdzvIs! d otsmMMmisOdzOe dzd & Ols!

15.11) e j te' o Odzd W

Mmjesyj Mt ddjjls HoO SlHjd d 5 &OMSJ
fsHCd W deder @ € GHdshBE d ktsdz i ojChktstk §t]
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sogjlsj oCd ydls! ddzd ©lCdz® ydls' dMlssydedSd
GOMSd o w©wjcdfmicj | MR. umMsOdsss0 Meslk

9 0Odzd J .
Ollkzf) BHjd d f dhksydkdStse fiojte’ o Oded 2
tc d MS5Geic j H Mis O o diy EAON NG tHadgPdi]’ wo O dzd 2 .

1 interrupt
—-

{ d MEZMBECED | GO (o] o -HOEPMBFGELO.

11¢
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160 zsCtedf sscteOW dd

161/ BN dj §dtsyjddw

[ sHEd tjOdzdL kzjls Mddzshdaed i s sty d Is d3r
-AES-128( dinls © dF®BRIB197) . t ©@dzBE B8 B d Isi,1 2¢8dzsB A
-AES-256( dfnls O dBFPBRUB197) . t ©dzt5§ 8 B d Isi,2 5¢6dz¢B1fAs
-skL dzj yd & 34.422018) [ vtvOr di3g dcO 16208 Y56 B dIs;

-] O iBO ( PBE.122008 v t OB dEyB®OJ, S dzt Y56 B dIs.

) St tojdat Rdzjdilsdsj dzls otej d3j dzd dstsy jIs orf f sdzdgv Is
HindWteseo Odegd] BAaESEPL Istg £ BydedPL S @xzdzr = Odzé sted Is B

[ BHEd &y il Wtstdddtetses Ol! ftoj tcr 9 Odedd 1§ to
Slsfdzj ¥ do O 3" = MmtsB" Isd2, GIRQYJ dI tafpdiftotc delgCdiiCdiste [zt
fsdistsh ' 8 WRQEENABLE® B NEERRUPTMdzseo O k& ff BNDIslj ™ ¢ t
HiMStdf IststcO.

AES128AEf256 dmMisdz Lkels sBhd2 EYyOoMmlstst f Odgvw
tcOkzdzH 50" 7 Cdzt yJ 2. I7 §f sdzdzj dzd § ) € © dzf s B\FIBIAE 3y J
sL dzZ0yOjls ddzo OdzdHOyde t0OdzjJ tOMMydIIOAESES 6 d& O
ZOB StetsIs

1 Oy dzts slsdzj Isdlis! Yls s Bdzts¢ d slsCtcr stsc ts
ddzd ydOdzdL Oydosdzdetse s 9 j € Iststx@ B ig®© T wz® dg f lishfBigH € ts o
Endiar).

162 s ickEtc® BdsCO CtdflsscwOW dd
VY tsh j dedzOW Wk S yqdsdzOdz dzO% Mo j KO B &SSO € tod

Permer per AHB Slave Kpuntorpadbuuecxas moruxa
| Key_* I Cenextop atroprTMa
PaynooEeie
— 1 3
| Initialization_* I Jo—
| Text_In_* I - AES-128
» ‘_I AES-256
= ) : |
PayuIoEEIE
KIHOYH
Harepdenic | Text_Out_* F—— =1 Magma
AHB
Slave PayEgoEsie
| Status ‘ e a—— KIH9H
:: [ | Interrupt_Enable ‘ Kuznechik
Ipeprisanne ] e
1 Interrupt ‘
ERIXOJ OTTOKa
| Control }
| Terminate }
CTATYCHL
| DMA_Control I Vipaensroman noruxa
| Base_Descriptor_Address I
| Current_Descriptor_Address |
| Next_Descriptor_Address |
\ GGM_Hash_* |
‘ GCM_Tag_* |
T v
- TEXT_OUT*
- _
H“?Sa—ﬂ[;m s GOM_TAG*
Harepdeiic Girua 108 mepecTaHOBKA
AHB ) 0afiToB H CI0B - = DMA Koneunsrit agToMaT
Master T # YIIpaBIAK0IIad JOTHEA L DNiA_
<: :> DMA AHB e pesuMe MacTepa

{ d Mk datsCu Kbk Sls Z 6 dzOW  Ma j B3O B dZsC O Stod i |
11€



163 JyddB o fsdzdzj dedv StdfltsctOW dujmcdn st

rsilszf d' MmdjHEzsnhdj tfdd :

-ECBitcj 3y d a3 1 dzj Slstsis trts 2 C daf &S 1 (ted > dd3 f tetsf
1 { &34.132018);

-CBCitejyd3 fesMmists? L Odgd dz" ) r=Ay jiffadjsdzgiBxize

-CTRTtediydd3 cOdRzzdtetso Odzf ¥ L § O 1o CABKB)s &6 d31 3

-GCMitej ydiggy sydc o M Oklsj ddWES@od i 3 dzd@diziz &
ColststcOV fsHEGOLEZB] 90]jIs Istsdz Cts OklsjdzsdWd&s Oyds

10 orBitc toiddBO orf ff sdzdzi dedw Cted§ Is sM@BDEY d y g
] ¢ d QGNEROL
It eofjn Mz y®EYS * td@ighteL 25 sMY  Hdv W istsd3

Czs Yj?2 o' BlOdzsets OdketstdlsdiO hdWaESd@d&d"Y Ists)
Y stehkdse Oddd ©OkdHtor & KEE G REVBUOMses £ s Istsd

) tod o' § sdzdzj ded d o W @ET AN Y L0 § g jd b Pl sy B d
ki SMkO, f§tod iHBjdELY L OHidEss Oddses Isj ¢ Ma®@a [ M
sts L dzOTEXTN] 2 TEXTIN_ 3 dzgj odzdwesls g0 (oL zdz
Cedf e dujMSs?2 s§jwOoydd.

Y od sS§dMOdedd tjyddsse of §tsdzdzj daddffi) §Cstatef i 4ot d
fdzj Hizs¥ hdj MBSO j dad W :

-PislsC ter Is' Plaitstgx®; iyls  (

-gi L Oh dW tctso Odzdph@rtex;j ¢ Mis (

-VioajShtste dqdzdydoOodzdL Oydd kjSkhjets BAECO
6 ¢ dfsmse

-NextIViejClsste dqdzdydOdzdL Oyd d IsH dzvinls@dzj( H xdadgisg t
OQoalstsdBOIsdyd MSd BEZHj B 1),0f MOdes © tcj cdMmister

-NMifsBdlsse OV s jteOydw dMmCdze yos h jets R[ R;

-EinT oeatsHdzr ] HOdzdzr | CtodflsscteOW¥Wdyud MEtsets Bd
dimf sdz' L 2] smMMagnma dzclstsd s dz € Oy j Mise j o - WHHSOZ' A 5B O bz

MisOwh dj 64 BdkO, w©jcdmiste’ M ddHj SMOBd 0 d 1
-Eouti 9" asHdz' | HOdzdz' | StdflstsctcO¥ duyud MEsets B
M sd Likjliagmd détsc@lssgizd sOIs Blhjls Hs{sdd d
-DinfeorntsHdz | HOdzdz [ B s cedOF G o toj ydddd H
-Doutio" atsHdzg' j] HOdgdzr | StedilssctcO¥Wdyj MEtsets B
tdndds ¢ dzj Clstetsdedps 2ECB)sH 50 52 Cded @ d  (
tiqdd 1 dzj S lstetsdzdzts? EKESTROMNIG CODEBQRAK G ECB) ( ]
1122018 sdz dzOL ' 0 Oj kIwL GEHGF RS § sl s
tdeodfiMster dzj My tsde L k¥ Ismw.
zdWtetse Odzd § ( LDIREQTIQHGE O o thitEdedyptior):
E in=TEXT_IN = P;
C =TEXT_OUT = E_out.



Key * (knwou) Key * (kntou)
(TITTITTIITTT] CIITTTITTTITTTTd

Text_In_* (OTKpbITbIA TEKCT) Text_In_* (OTKpbITbIN TEKCT)
CLITTTTTTIITTIT] CITTTITTTITITTIT]
Y
PayHAOBble | lWudposanne PayHA0Bble | Wundposarue
KAIOYM "] 6nouHbIM WKdpom KNIOYM "] 6nouHbiMm wWndpom
LITTITTITTITTT] LITTTIITITTTT
Text_Out_* (3awmdbpoBaHHbIN TEKCT) Text_Out_* (3awumdpoBaHHbIN TEKCT)

t d ik dztsiCz (flWbts 0 Odzq j EGB toj 3 d d3j

rihdWtse Odedj (DIREOAONEZO $ detPecdgption:
D_in=TEXT_IN=C;
P = TEXT_OUT = D_out.

Key * (kntou) Key * (kntou)
LITTTTIITIITTITd LITTITTTTITTT
Text_In_* (3awmdpoBaHHbIi TEKCT) Text_In_* (3awmdpoBaHHbIN TEKCT)
LITTTTITTITTT LI T
\ v \
PayHAaoBble | Aewndposanue PayHaoBble AewwndposaHue
KNKOUM "|  BnouHbIM wWrdpom KNIOUM “|  BnouHbIM wWndpom
LTI LTI
Text_Out_* (OTKpPbITbIN TEKCT) Text_Out_* (OTKPbITbIA TEKCT)

t d Mk dzetsiSy jihed Wtetso Odzd FCBo te6j 3 d d3d

s Myjfdzj ded™” B 2EB®o h ¥ el S MlsO (
dd5 Myjf dzj dedv B ZEIPHER BLOGKYGEBINING, fO8C) . ( )
132018 ©dz d&zOL ' 9 0j sMw o] ¥ d d3tsjdzls i tzts ) by e YO @ ¢
31l$te

[ Odedz" 2 @ SCtodfltsetcOWdyjmMed?2 tjydd sy jls BT
Oklsj dzsd W d ¢ Oyd(d. O tytse " jjdedy vy § dzts iy ICBASMAS ¢jessaged o34
authenticatiorcodg . 1 CNAC) Ms®F yj dzOL ' 9 O difdgdy dP Ads] cdidsdg
o mMisOoCs2, Bty sMW §shmdjHdd2 B&sSS feseh
o t6J XHAR]

zdWwttse Odzd § ( LOIREQLIGHE O o tfirtEded/ption:

E In=TEXT_INIV=P"IV;

C =TEXT_OUT = E_out;

Next_IV =4 = TEXT_OUT.

qu_q_
P v

§ T
63-

1 d
fo

11€



Key_* (kntou)
[ITTIITITITIT]» "aYHAosble

KNHOUM
Text_In_* (OTKpbITbIV TEKCT) Text_In_* (OTKpbITbIV TEKCT)
COITTTTTTTTTT COITTITTTTTTT
Initialization_* Initialization_*
(MHWMLMANM3aUMOHHBIN BEKTOP) (MHMLMANN3ALMOHHBIN BEKTOP)
IIIIIIIIIIIIII—»E} IIIIIIIAIIIIII
4 ¥
LLndposaHue P WndposaHue P
6104HbIM WdpOMm 6104HBbIM WKdpOM
4 4
IEENEEEEEEEER HEENEEENEEEER
Text_Out_* (3awmdpoBaHHbIN TEKCT) Text_Out_* (3awmndpoBaHHbIN TEKCT)

[ diplde 18 dHtese Odzd § CBC t6] 3 d &BJ

rihdWtectse Odzad j (DIREONONGzO  dePecdgption:
D_in = TEXT_IN =4;

P'= TEXT _OUT =D_out " IV;

Next_IV =« = TEXT_IN.

Text_In_* Text_In_*
3aWNPPOBAHHbIN TEKCT "
Key_* (kniou) ( dp ) (3aWwmMppoBaHHbIN TEKCT)
EEEEREEEEREEE LIITITITTTTIT] LIITITITTTITTT]
Y A
PayHaoBble _ JewndpoBaHue OdewwndpoBaHune
KUY "| BnouHbIM Wndpom BnoyHbIM WwWndpom
I —>p ——> [T H——>p
Initialization_* Initialization_*
(MHULMANN3aUMOHHBIN BEKTOP) (MHULUMANM3aLMOHHbIN BEKTOP)
A4 A4
CIITTITTITTTTT] CIITTTTTTTTTT]
Text_Out_* (OTKpbITbIN TEKCT) Text_Out_* (OTKpbITbIN TEKCT)

t d Mk dztsiCr jihed Wotcts o Odzd §BCo toj 3 d d3d



Key * (kntou)

Text_In_*

(6nok 1 coobLueHus)

LLITTTd

Text_In_*

(6nok 2 coobleHns)

HENNEENEERNEN

Text_In_*
(6nok n coobLueHwns)
CLITTTTTTITTIT

Initialization_* =101, Initialization_* Initialization_*
EEENENEEEENERE LD IIlII\IIIIIIIIFﬁB [III[J\I[HIHIF»EB
v A A Y
PayHpoBble |  WndposaHue LWnpposaHue LWwndpoeaHue
KAHO4YM B6noyHbIM WKdpom 6104HBIM WKdpoMm

)

| )

T~—

{ dfk desitr HiBdsdpte 5o O dzd j

7
\

—

6104HBIM WK dpOM
Text_Out_*#

(ayTeHTMdMKaLUNOHHbBIW Ter)

Oklsjdasd¥dg

OGRG-MARES ¢ 5 Is

tdxdds MyuCwBYds o
tdxddz MyCWMNIERGIODE, CTR) . ] 1] {48250 1834 . &ldB dzOL T’
i ddizsds 6 O@egdzit s i@z OV , zEWBEHO § OtcOd3] Ists
zdWttse Odzd § ( LDIREQTIQNGES) o deissEdbryption:
E in=1V,
C=TEXT OUT =E out*"TEXT _IN=E _out” P;
Next IV =IV+ 1 ( j fqdzd Meyld ts tisdsls df dz$ to j M dizls  ® & fsikig ©
ndzkz Y@ 'B)a
Key * (kntoy)
[CTLIITIIIIIT} > "ayHAoseie
K/K0YM
Initialization_* Initialization_*
OpaHopaszoBbii Kog (nonce) CyeTymK OpHopa30BbIK Kog (nonce) CyeTymk
c59bcf35... 00000000 c59bcf35... 00000001
HEREENRERREER HEERERRERERER
Y y
WudposaHue WuppoeaHme

6104HBIM WKUdpom |

(I T4

Text_In_* (OTKpbITbIM TEKCT)

D

A
LITTTTI

4
[TTT1T]

Text_Out_* (3awmdpoBaHHbIA TEKCT)

6N04YHBIM WKdpom |

(I

Text_In_* (OTKpbITbIN TEKCT)

D

LLITTT]

4
[TTTTT]

Text_Out_* (3awmdpoBaHHbIA TEKCT)

t d ik dztsiSz LWte o O dzd j CNT tej 3 d o3

rihdWictse Oded

E_ in=1V;

(DIREOHON @ p dapecdzption):

P = TEXT_OUT =E_out» TEXT_IN =E_out” C;
( 4 Mdzdi Megmrd ts tsdsls df dzC t6 M tizls d & Iz §s )15 'O ¢

Next IV =1V + 1
f) dzlz D '8)m
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Key * (kntou)

[ILITIIIIIIT}» PaynAossie
KNKOYM
Initialization_* Initialization_*
OpaHopasosblit Kog (nonce) CyeTyumk OpaHopa3osbii Koa (nonce) CueTumk
c59bcf35... 00000000 c59bcf35... 00000001
CIITTTITTTTTT [(IITTTTITTTTTT
Y
WnudposaHue lWudposaHue
< |
6N104YHBIM WKdPOM 6104HbIM WKUdPOM
(11— I+
Text_In_* Text_In_*
(3aWwmndpoBaHHbIN TEKCT) (3aWwmndpoBaHHbIN TEKCT)
Y Y
CIITTTITITTITT LITTTTITTITTITT
Text_Out_* (OTKPbLITbIN TEKCT) Text_Out_* (OTKPbITbIN TEKCT)

t d Mk desiCr jlh6d W8tcts© Odzd ENTe toj » d d3J

g <

B Myy sydsco m OzkG@BHdY s Oydj 2 | O0zEO (
soOdzdy d HJh dWtctso Odzd GCMBAHAEI ARG (lsyjdgish I9s@D €

OIRIs ud G@dzdz" 2 iy ddz wedwjlsmw oy dd
(AuthkenticatedEncryptionwith Associatedatg AEAD). AEAD T € dzOfmf B dzts y
hdWtetso Odzdv, fted SCBlststetsdy Yyofmls: MmMsseh
ftstseh j dd J Yd dzd & e df to d O Iz dnjsdzld ot g izf{te s ¢
dWd<¢ oydtsdzdzts ¢ ts O dglg O jfistdnes M dzjdaff L2 d3J ciidims i ls -

dr MHjtydh@sets d fsteWHCO Mdzj His9 Oded W
dzdzj dzd j tOMyYjlsO OklsjdlsdW¥dsOoydtsddetse s s
or f sdzdgv Is! Mw Y tsmdzj His9 Olsj dz' dzts:

CM_INIT. [Bdzz dzv j sfpw L dzGAW| TG W* .t 1@ Misfgtzs o |

IstsWw dzd W KEYj ¢ d fif ististfa o SH d IsCipes YOO M fitdds shtgif 2 B EZH
COoudmisej dsdesydlsjdzv fd or § SHRAL dzd of deOdgdptsiadij
5 YO slstse@BHMHASHs W o

i GCM_HEADER. ] tc j dHEXA NG ™ fsdsi h O Ismw B dzts € H
Oklsj dzlsd W d yd tc zAddgiomalauthertzctedatai(AAD) . GAM_TAG_ * § s OH C
tojLEzdz s0OIs o’ §f sdzdzj dzd "R [ R& sdzO W ¢ dszj(SilzfP d &3 L dzO .
ftetsdL o jAAD dzj &8 2% ;

i GCM_PAYLOAD. ) tcj CAEXE N * tsdgj h O Isfw sls €
Isj SMis/ hdWtetseo Odzdzr 2 Isj € Mls, Cslsster 2 BEHJjIs L ON
GCM.TAG_* s OHOjIs tjLizdz sOls or {fisfdriz] dePu g § L
Ld&Oyjddjidz st cO d ftetsdLojHjdedj o deedzg,C O N dWtets o

i GCM_LAST BLOCK. | toj ¢ d MIEXT IN_O, TEXT_IN_2 L O dzts mdzlsdaty
TEXT_ IN_171 € sdzd yJj mMBADs HEd@stster j B tc OB GGM HEABERMWY I o
TEXT IN 37T CStsdzdyd Mlsets hdWtekzj 3" n/ HijhdWttlkj dsr = BdI
sB OB Ols’™ 9 OGEN PAYROAD.OIGEM TAG_ * fSf OHOjIs tojL zdz' k
RES[TIYODIZRIR dOH IjSkhdd L dzOyJj dadTEXT INs 1* ¢ Qg0 |
A d-T dzs y, toJ L zdz! ISOIstsdy hIg W ts o © dzdfiVs [SBis tAPERy dizd dzw J Is
0x00000001.

)

— O .
KGBF ssx

T OE=N5)
S E - o B na
O <G 9%
©

G_Pnm X=X
g ©

o=
§=20 F=

-

T
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=

|
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1d%d ftdejHjd twdmkzdtd, ¢ WHiste™n | dadd: sl g d
Colser &5 §osdL o GEMistEe &z® i) detg NIETHIRBA0BED s Iz

[Len(A)le | [Len(C)les

16-GaiTHEIE FpaHULIE! HLBH(A)"‘: 34 Len(P) = Len(C)—ﬁ
] ]
i ]
| | | | | | | | | : |
JononHuTenbHble -
ICB ayTeHTU(hNKaLMOHHbIE AaHHbIE 0 OTKpBLITBI TekeT (P) 0 I'Im:snennmu
(AAD) nok
©

9
4
3
4-GaiTHEIE TPaHMLE!

WHuuManusaumoHHblin BekTop (IV) CyeTumk

p bl 1 3aKOAVP! BIV WKhp bl TekeT (C) )/
A}

3anonHeHue Hynem / oGHyneHHble BUTEI AyTeHTUdUKaUMOHHbIA Tar (T)

{ Mk dztsiCu Bz s Z2te @ h W tolz | Bs ¢ SGOMstsB M | dzg W

authenticate

[0]
-—
()
o
=
=
(0]
=
=
=
©

N
OTKpBITbIA TeKeT (P) /:;I 0
I\
Y [Len(A)le: | [Len(C)les
Garmsie rpaniuy ———————Len(A)y—————» EC—LBF‘I(P) = Len(C) E—
HononuuTenskbie ;,' f‘ ,
ICB ayTeHTUpMKaUMOHHbIe AanHbie |/ 0 WuchpoBaHHLIA TEKCT (€) /l 0 MocneaHnit

(AAD) { i Bnox
\\\

4-6aNTHLIS TPaHULILI

MHMUManu3auMoHHbIA BekTop (IV) | CueTunk

3anonHeHwe Hynewm / oGHyneHHbIe GUTEI AyTeHTUMKaUMOHHBIA Tar (T)

Mzl u b BELEO Hj" Witk | &SccCEEMMEEE M | dzgd

tjcdfiNster ¥ steddtelzyjls Ldd@OE)dazddgttiah apynkenyldck, ECB),
fMsmlsswh jj dL Heakn yOMmlsj?2:

cticdmbemv 1,IV_2 MmmisObdiezs] 96dz0yj ded i d dzd y
pjCtsteO, Ctbtttsj Hdjds odkjmlsj M Cds ysdk M
Messeh jdzd" JEOBE MG B! ,GCMEsH s Oyl ®@8jsls M sd L
ddzd ydoOodzdL Oydd dEjdz' " j2 Hdzddzr, des © HOdzdzsd3 M

ct jedilsl, Cobtstr2 Monjeydls mujlyudS, ddegts
L Qo j teh j dzd v hdWtcso OdedW/ Hjh dWictse Oded W B dztsC O
NISTSP80038D L dzO@uj dzd i MyujilsyudsS O ¢§ted B t&§@OBOBIDW. o j
[ Odzdzs | L dzOWj dzd § I\ EBH jdists fo® dfjciiidei@EMsINITY O fydzd B
k fiyls O dats o d8FIE URDATE 6 j ¢ d iCOMIROL d dzd o '  tsczdzj dzd j W O
CjLbd sOktsd OBl o f(olsydsd ©jyddj.

1JdftOoddz detsy dMmysd Ltso OdzdJ (I ded GO L @Y ¢ €
MC OL Ols! v dzOGCM, 1O fe@igitehis df So ssdesj dMf &/ L &
ftcdojHjls ¢ ftlsjtey SCodWdH]jdydOd dsmisd MmMstseh
A d L dzOWj dzd § 59 Is st dats § dy feslsiy e @seo Plsigddp) s B 4 Is

authenticate
authenticate
authenticate
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L dzslzd3” hdzj dedzed S 2 dHJ dzlsdW dydtetgan®lg: CC dfrtsw.H § WS tg
td 3] dzhOYydd 5 6jdaj eOydd ddzdyJNOSEGRBANRG P Ddzdets 6
tc OL H j Udmjguege8Requiremendn Vs andKeyse ) .

{ Mdzd  HAGKY di) CteOIsdzO 128 B(dIs, fsdz L 859 Olsj dz
f smdzyd Hdzd 2 Bz st s@dzls] dsdW¥W Jydtelzy d3F 4 H Odzdz -

{ Mdzd HdzddzO HjhdWttk] @isets Isj EMIsO daj € tcOIsdzO
e dzw 3 f sfpdzj Hdzd 2 BdzsC . [ Bdgkdzj dzdj dzj OCIskz Odz
dzfj fteJHEMABISISte] dzts, dm L d2Oyjdzedd Mz Hizjls d G datst

l Oy des tslsd3j sdls+ |, Ylsts datsH Iz dz dzfj dz2O0C zOH'™ 9 O
Bdzs¢ Isj € MisO. 1 st ssd3dk hdWtetso Odedy Mstseh j dad 2
CteOIsdzO 128 B(dIs, dzf tBHHjEYdoeaOjlsmqw (BEHjIs
Isj ) .

1d3d e jadMmizd d, Clstster j  ddzdzs Mstedtolz s |
HihdWtetse OdedY Ms@OM ded™ o 6] ) d &3
| (0) GCM_INIT Bnok 1 (2) GCM_PAYLOAD
Rey_” (KEY) (counter(l Itn it‘_ialit_zati%r;_*o 00000002) I -tE-r:-DKtr-‘
| [0]128 counter(iniialization_.3) = UxI . - ‘ _ nitializa IOT'I_*
e R B (LTI e, LTI

il 7_/'
Paﬁ:fozib'e WucbposaHme I I‘.I‘, '
Il
PayHaoBble Il PayHaoBble
GCM_Hash_* (H) Ynoun }—' WudpposaHme |‘| oum WudbposaHme

i GCM_Tag_* [01128 I_]_I_]__]_I_I_I

Text_in_* (plaintext P1) Text_in_* (plaintext Pn) I
r
,,,,, o O o Y [ et
Text_out_* |(ciphertext C1) Text_out_* r(ciphertext Cn)
"1eem_meader T (LTI TTT] |1 (T

! Text_in_* (AAD 1) Text_in_* (AAD m) v H v
CITTTTTT] "V | ™~

I St rrrrr ¢ \l\

GF(2'#)muit I H GF(2‘25)mun|
1

. ) V)
3 * - * _Tag_* \ GCM_Tag_*
e i e s e R S EEEEEEEE

| GCM_Tag_* GCM_Tag_*] | | = e

RN |(3) GCM_LAST_BLOCK

Text_in_*(Len(AAD)s, || Len(C)sa)

e [TIITITIT ~$

Initialization_* (counter = 0x00000001)

| , |
YcrnoeHble 0603HaYeHNA i WudposaHue i |
':l Bxoa I:l Bexon P XOR LLLI [ [ 1]

GCM_Tag_* (Authentication TAG)

t Mk dsG z B tckd Odzd j Msse GEMzdY o toj ¥ d o,
[ihdWtcso OdzdGCM PAYEOAD & f sdzdz” j kv  § O Odzdzj dz' «

BsC O lCtr ssets Isj ¢ Md®@. ts8 ts® astislsifizlz  ifiy teiyszOte jdatzd W
By det "y eotejdsjded, UJB fted jet NdWtese Oded .
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(2) GCM_PAYLOAD

! (0) GCM_INIT Brok 1

| Key_*(KEY) Initialization_* Briok n

! — (counter(Initialization_3) = 0x00000002) . Initialization_*
LTI T T TT] [Ol12s W/ WHKpeMeHT T

; i y I Y e o PP I I I B N I
| ayHAoBble I\ = 3

i GCM_Hash_* (H) Pai:fozib'e }—» WndbposaHue |||| Wudbposarie

i . [0 I [ 1 L

| GCM_Tag_ [E]‘Z“ Text_in_* (ciphertext C1) Text_in_" (ciphertext Cn) :
""""""""""""""""""""""""" Text_out_* | (plaintext P1) ‘ Text_out_*  (plaintext Pn)
T GOM_HEADER T (LTI H EEEEEEEE
Text_in_* (AAD 1) Text_in_* (AAD m) ). ||“| v

: » . >

| OIITTITT1] L LLLTITTT] Y ||\ Y

() S’ Y. \ H -{GF(EQS)mun ‘ll‘. H -‘Gr(zm)mun

| i

! GCM_Tag_* |

: H _lag_

| GCM_Tag_*

I\
Ha‘ GF(2128)murt|

GCM_Tag_*

4-‘ GF(2'E)mutt
[

[TT1

______________________________________________________________

{dMdsGr i dt Bse Oded j

17 tetsy HJ dzdz’ dIGCH dzvin 9 jj ds iy w
(Gaidzméssageauthenticationcode i GMAC) .

GCM_Tag_* [‘0] 128

Initialization_* (counter = 0x00000001)

|(3) GCM_LAST_BLOCK
: Text_in_* (Len(AAD)s || Len(C)ss)

I

Wwdbposaxue

LITT]

3 |
\ZIZEI:FIZIZD H-»| GF@Pmut| |
| y i
! PayHpoBble
Ry

GCM_Tag_* (Authentication TAG) |

C SH

60N dad W

9

f sdzj 2
| (0)GCM_INIT
| Key_*(KEY)
LTI TITT] Olras
| v
E Pai:izzb'e —»{ WundpposaHie
GCM_Hash_* (H)
HEEEEEN

YcnoeHele 0603HaYeHUA

[ ]
[ ]
=

Bxog

Brixog

XOR

i Text_in_* (AAD 1) Text_in_* (AAD m)
EIIIIIIIIIX\_IIIIIIIII

| ,é ) é

i v {\ h 4

L H— G2 )mutt H—> GF2 " Z)mutt

i GCM_Tag *‘ GCM_Tag “"
;IIIIIII CITTTITTIT]
(3) GCM_LAST_BLOCK
Text_in_* (Len(AAD)g || [0]sa) ‘ !
[IIITTITIT} & |
Initialization_* (counter = 0x00000001) 3 !
LIT T T T T Hser®mu|
PayHaoBble . Y. i
cmoun | WndposaHre \: |
CITTTTTT

tdMzds i A bERY &tso Odzd |

GCM_Tag_* (Authentication TAG)

o X d

Okl jdsd¥dsoyd:e

ltesyd M
OOd&sEduj dz lsOC s oGEME o s st t B dzSBES PAYLQARZO

i sdzlz-
W oL

Ok Isty dilsjdai @ ¢ DM jSuEizsc
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1dfBHHjteY o Oj 3" J StdBeMskzteOydd tj 3 ddo

1 Of d ! 9CONMTROI fithstioy M@ O 9 dZBAE@S COUNTER MODE 9
s yj Is Odzd JLGORITHM ftslse j Isfls sVABMA] d8 dzts € dtelz j Is L
CedflsscteOW dyuj ME 2 1 j tc STARTS j(CHilQEREBL) dzj dzdz'imizize
dMmf sdz' L s Oded ™ 6 dBO M (DMA) B df s oz finsac fza
o1 fls O GALPIE COUNTERMODE 9 C OyM@®BEsq L dzO WiGRRIFHM
Msslse j WIAGMAZ j I " §f sdzdzj dzdj HJjMCtdflststcO® L Qo jteh dlI
BlzH jdsH jff®j dz' fls o t59 OISBAD IDESTRI Gz gz % (EBNTROL) toj ¢ d fls

STATUSH, J mdzd B ' dz BRMASFAtzB o dzj dZBE@NEMABLE, L MilsOdzse € C
f o tor DOMzdFAIL D toj GIBE@Iste ]

SOC BGeotste] dzts tGAUYIS COUNTERBMPRE[dE) § SHHJ Y do
hdWtetseo Odadj MtssBh jded?2 M HOA(dasQRts o tshda W tedisR O dzlia
ColststcOVW dzg SCtOBsdzO 128 B(dIs.

1641 Y dd3¥ tOBBIsT

[B"dj §dsyjdd"

] StdibtscteoWduyjMitsd BsHEZd] tjOddL s Odzr te
€4

fsltsydy 2 Jusfiplzfdi.ded? dL  dedm OGS By dzts  dzC
dMfsd LcoOddj B oW GBMA. HEsflskzfO € §O&YIsd (

{ j¢dfiMsEKEY * STATUS IRQdMf sdz' L ¢ sf" ©HJd&OSC 5o &
t J € d f)IsSBASE DESCRIPTOR CURRENT DESCRIPTOR NEXT_DESCRIPTOR
q’fr]u’tsdzJ L 2 vts fipy  tsjoidf §PMAs OB slsT

1 Oy dzts l]’tsdzq’djEElXTOUTu*lstsdst TOddlshY jLEzd 5O
S je@udd % ttso Odzdz’ 2 IsjCMls/ slsCtrlsr 2 IsjCfls) .
@OYjdedj L Oadfdls ®ISDEMERERCRONIALGORIEHE] @ ) ¢ d fls ts

L
CONTROL( sf dMmMOdedd §Ytsdzj 2 ftedojHjdes o ¢ JidmOdaedd

jyddse StdflsceoOldyj S s EECIRONGCADEBAOK dzd
Cicte) § TEXTIOUT * §ofmdzj L Ooj el &Yy Y tastojCai@a R I
hdWicseo Oded ™/ SlsCter IsT 2 Isdi"e)fls ¢ GiatVdzls i o'z g Yty o Clis o
dzj L d3) BAZETBXTIIN * d o' " jbf 5" dzk SCONTRDIs dzjl2  Ist®js ez
dyj ftdojHjdO LOsdhddshls! MIDEdcODRECTIONSC s
(M3t 13" of ftsdzdej dedV StedflstsctcOVdyud MEdna Y Jt
v OB &zd6yl®) dzOyj dzdj, GcBLOERIGREF o twjcdMhlst’

] sdzv o JC@N‘ITR@IIG 0] ) dz0 y JTEXJ JOUT *
MODE = 1 (CIPHER_BLOCK_CHAINING), | algorithm_result ~ IV_*
DIRECION = 1 (Decrypt)

MODE = 2 (COUNTER_MODE} dzd algorithm_result » TEXT_IN_*
MODE = 3 (GALOIS_COUNTER_MODE)
l simisOddizr gOw - algorithm_result

] tj cHMEUSGH] ~tOddlshv KEXSOREADM | of ®ap'¢ 5 GlsGB
Msslse jlsMise & hKEYS STORED IYf jsSdivh | ¢ tsdztec’ 8 tGDHE St d Is GO,
SftejHjdv sy COaTRILAGORTHME dz¥ EEX] OUT VALID d d3j j Is
Mo sy ks L Oo d ) d GENHTROLALGERETHM. L ls Odzs o dzj dzdzts j
TEXT OUT VALID L &zOyOjls, <ylst o' osHdy j HOddz j O
f SH BSH k& dw dzjf:  q L) daffEzfj dzs © 2 L Qo j teh j dzd W f
hqUtcso Odgd W/ Hjh dWictse Odad W .

[sHEd o Mmehssvwddd StOdkdls: HE ktjn tjL
ontHd o (TERTEME*AIV_* JEA IN*AIV _* o L Oodmddshlsd
o' f sdzdzj dzgd ™ Ctedf Is s ¢ wOW i Qg ROMEROMMPDEE Oy § 6, SH dzts ¢
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stsctcOWdyd MEd2  sH i38E8E &ZBAEFR 56 |stcfp i f s df)dzfs d
SHEZdz .

t dcdBRAMEUS ( MistczSCsktc® tjedMmistese d Bdlstser R
ftcdo jHjdzO o Htoddzsyjdedd ¢. 12) .

DMA LAST i 1 sdzj BlstsBtcOY O] Is LASTdADdats alzf | Iz B @Oz dz
fsmdzj Hdzd 65 fesyYydlsOdzdesets HMStedf ssLO. 1dls b
wodwjilkfmw fsmdzijHdedds ©# yifesycd HiMCtocdf sstctso .
HiMCtedf sste®. 1 dls MBtOM" 9 Ojlsmw ftod 1 C Mistcj dzadzt

DMA COUNTERT ]l sdzj BlsBtcOy Ojls ¢ sdzdMA s &Sts g B Is P!
1 Z20yjdedj BRIV jIsfMw fted Mydlsr o Odedd dztse scts
1L CMstej dedets s o] SO jdadd or f tsdzdej dedw s JteOydd.
DMA 9  €@INTL Of d MOz Cdzts o sL Iy detsd L dzOyJ dzd
sz Hdgj 65 BdzBSC O IsjSMisO fHtesdLs2Hjls jtej tftsc
DMA_COUNTER

BAD DESCRi 1 tsdzj r~tcOdzdls Mo jHjdzdw B ©Bd&OtckzyJ
f tetsydls Odzdzets &z DMA ) € wctff of g isdggy dzO yj dzd 2

000G 7 NO_ERROR;

000L T CONTROL.:

001G 7 TEXT_IN_ADDRESS;

010G T TEXT_OUT_ADDRESS;

100G T NEXT_DESCRIPTOR

1 sfmdzj L Of d DA LONTR@LAGAMIBISE 5 L dzOyj dedw f sdzj B
f) s f) Is SNODERROR

AHB ERRORi 1 sdzj =R teOdzdls BfgeQifHsiddzdf*O digEs dis &zO@ € skt
ERRORIzO IstcOdzL OC WHIB. tutd sahteisgts y dizOR|j dzd 2

00G:T NO_ERROR;

00T READ_DESCRIPTOR,;

01T READ_TEXT_IN;

107 WRITE_TEXT_OUT.

1 sfmdzj L Of d DA LONTR@LAGAMIBISE 5 L dzOyj dedw f sdzj B
f) ts f) Is SNOJERROR

DMA _ACTIVEi [ ffdzd B dls EkflsOdztso dzj ddMA © dz€ ts dz 1 s 2zdlz
Hd MCtod { ISRE®BIY.B ZiHflds dzZOR SHdIs! v o M DEA ACERE &3 Mt
ZMmls Odzts o dzj dz. 1 dls s tagdg)r dedoyj sty § fukhydzi v jofry Stita] f Is
dzj Ststotcj CIsdese s HJj MC tod EFRROBPE 1 AR dzf dzdf e d 5 Is & jnlisC
ftej CtcOh jdzedd o' f sdzdzj ded v i j teOydd .

KEYS STORED 7T S O3H'™ 2 BdIs HOdzdzS G 5 i sdzw st
Ctodtf ssctcOW duj MS sz GOze sfgy Is dylf 1c O AEB A difprdRE. O
256, 27 MAGMA, 37 KUZNECHIK. [ fmdzd Bdl, Ctbtstr 2 tlsdsi
Ctedtf ssctcOW duj MSsdzlz Odze tste d Is d3ils Wiz Mjlsdsiztste @7 dizl ts 4
1dls MBteOMr e Ojlsmw ftod MisOwLR| L O @EAARE dzd O dac Glicd
CSEHO BHSotej d3j dedetsj] R~ teOdzj dedj tOkZzdzHtsear 7 ¢ dzv
f O’ Odc RESLICBSAES256), ftod St ddsd §js
5§ dteOydd.

IRQ_ PENDING T [ mdzd B dls EMlsOdzts R@EndzH Jlds s ddsjve d é'ls to
MBttsh jdedzr 2 BdIS.

TEXT OUT VALID i [ fjdzd B dl EfMlsOdsse dzj dz, st dzO o
fSHBSHEZEY ROARSHdIMY tjLizd SOI " dW¥ cEXOMEEY / Hj
v_ * dgTEYT _IN_* "IV * b LOadMmMddiisMmisd tls OdzetstedlIsds
CedfssceOl dyj MSs?2 sfjwoOoydd) . [y s jteoyd
CIPHER BLOCK_CHAINING, tgj YQPWOER MODE d GALOIS COUNTER MODE
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ZMmls Odats o dzj dAT DUTBVAIYD + C o d o Odzj dzls j dz Is ts GBEXT OUis ts
MH jtey Ol tjLizdz IsOIs or f sdzdzgj degdwvw fHtcjJHT HEZh jJ2 €
tcjyddisse Myjlsydsc o0 Hdzv Cttetej Slsdesmisd tjL zdz SO
TEXT_IN_ * | Hdzv  Hj " dV¥ tctso OBMER BLOCK GHANINGEjT IV _*.
I 7 sdzdzj dzd J @ Hatzio iz 'dZef v C dzs yj 2 dzd sCOLTr 90j1Is
( &2Of ted 3 to, L OCANTROL & M @ dzt dndz jctiFDATE KEYJ ¢ START
Metesmdls HOdzdzr 2 Bdls Istsdzr €5 fsMmdzy jtej Oy Is
MisOkls | o' ftsdzdzj dedv SCtedflsts§g@OW d yg i) SEPNTRORY G to
EmMlsOdetso dzj GWARE ts dedzffls @ tcd 1 S Mistcj dedetsds ftoj CtcOh j da
KEYS READY i [ nfdzd B dls EMlsOdstse dzj dz, Ists tOlzdzH S9!
Ctodf ssctcOW duj MEtsets OdzetstedlsdBO Mmce jdzj cdtctso Odzr .
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fsslse j IKAIKHEZJOYNTER MODE, O L dBTM PHASE i

GCM INIT d &z§CM LAST BLOCK.

[ BdzOtclzy jdz sHddz ddzd dzi MSsdz €5 dzi dz
2 [BdzOtckzy jdz sHddz ddzd dzi MSsdz S5 dzi dz
1 JIBAST Mdzseo © k4§ DDA fgp tz¢EYN j dz d 5B dz2Ots

=

3 GiMSd S dgj derdzjo' o Bdlstse dzO f L

s dzgj "IsOlsdescsz L O9 jteh jdeds o' ff tsdzdzj dad W u;ﬁts
f sdzlz yj dzd ERRORAeQ s@tsfylszqf yls AB]fy dzttfot® hHjdRC ted f Ists
ontmdzBdzsEC s IsjC¢MisO ddzd L Ofdfmd or ctsH A =~ Bd
ModHjlIsj dz Mise s Ols Mstsls o jAB) ERROR fic j § d ipEadAs] dzd J
LJdzj eOydw ftojter oO0dzd?2 OdzOdzts@ d Y dBADIDESORS 52  H dzw

pdze stedIsds Wz dzC yd tsdzddetts o t®©jdafdd' 3T tstts @By sidds’

1d%d ftdeojHjd Ozctstcdlsd3 OB SIS d&OMddzr € sk
tcj OdzdL Oydys flstsydetsets toj 3 dBO tcOBSIST

1 [ dHOdzd j DMAOIORNFTRPLSTART = 1;

2 | COyj mlsoe j sj Skh jets OHtej MO HJj ME t
CURRENT DESCRIPTORADDRESS tPoQ@zd © O j Is fiyw L dzO Y dzd §
BASE DESCRIPTORADDRESS
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Isj ded § Mmdztso OMA §f tqCOipcdzf) dAfB § sdfixizjy j dERRORY gzl

ftodL dzOdes dzj S Btetej CIsdzr d@3, Iss ftesdmrtsHdls
Jsfmlsoakzs h dj ftoj tor o Ozt JRQ ENABLE,] " jode'dzj to d totiz,
r eDOIAZdFAIL DONE, ftetsdmratsHdls f jtejrtsH € fEzdz Ist
4 1 d&zO0yj dzd 'DIRECTI@Y, ALGORITHM, MODE, GCM_PHASEL O dzts fyw Is fiyw
j ¢ d @@BNEROL  STATUSDMA LAST SlstsBteOY O sfyw  fASils ts Widzd |
IRQ_ENABLE.DMA_DONET L dzO j dzdNTERRYRT.O

5 vyiIsjdedi fMmdzso O MmMlsOtclstso sets OHtcj BRROR dydrds y dz
B dzOtelzy Jjdzedd thdeBSd o MmMzsej BKOBOIT 9 OjIsfmw C

6 vylsjdedj Mdkso O MmkOtelssotsets OH e MFARRORO dzdzO Y.
sBdzOtelzy jdzedd thdeBSd o MmMzsej BKOBOIT 9 OjIsfmw C

7 1 Odedz" 2 fkzdeSls or f sdzdav j Isfyw, Is SIEST fy dztsjofrf@izc
Z§ cOo digMlsd v v Isj dad § Mdzso © OHtej MO (fslkjEiBzE @y @& jtds
NEXT_DESCRIPTORADDRESY . 1 tsdziz yj BRRPRdssh jts0OzOte 2y j dzd |
mMzse ] tBOBOIT 90jIsmMw OdOdsedydzts §f zdzC sk 3

8 (fMdzd Hdzw bjSkhjets CStodflssctcOW dud MSsEets O
Cdzs yi?2, OCbdoadtlkzjlsmw dnaL deGinudedsy deXEXsdnidaspfjls tdsty

9 1 Odzdz 2 i bz dzC Is dzd o I f QOKTRO|LNEODE , tc O g fndizd
GALOIS_COUNTER MODE, CONTROLGCM PHASEmttlso j IS®NM INE j ISy Is j dzd
BdzsC O ortHMdBSE IjCMsO. yvjbkrtj ddzd He O Mmdzise C
6] ¢ d M BEXT IN_* () DPWORBSIWAP d BYTES SWAP toj ¢ d flsts ¢
DMA_CONTROL . 1 sdzkz yj ERRPRG®BI4cOBIOBE 0 Oj sy O0dzOdzts ¢ d

10 [YdHOdzd ] cCtslstsodesMmisd twOkzdzgHtse ™ 7 € dzt yj 2 ;

11 )0 eMS or ftsdzdzgj degdw h dWtctso OdedwW/ Hjh dW tetse OcC

12 [YdHOdzedj ctlssodetsfisd " RtsHdz' = HOdzdz =

13 1 Odzdz" 2 f zdzC Istf tscdegw j Iséyw , CONTRAL.MGDE tc Qo j dz
GALOIS COUNTER MODE, Q®NTROLGCM PHASE s tsls o j lsGEK dNtTj df dzd
GCM_HEADER. ]l iOd d&' 7 Mazzyow s or ff sdzdgv j Isfqw 1
54 CMg®H J toy KB HUT_* ) d dzd Okzls j dzls d W d IN®w ¢ tedpdfss
GCM_Tag_ * ) . vjc6 WwWodw jlsfpw toj L zdzCBNTRMMOREDO o H @alz
GALOIS_COUNTER MODE, © CONTROLGCM_PHASE Msslse j ke
GCM LAST BLOCK. | tB&dAR MdkzyOw S H O dzde?ORDSIPH/ARLD dzv
BYTES SWAP tg j ¢ d fiphlfs GONTROL 1 ts dzlz y j dzRRORstismtg BEOOIS ™ o O,
OOz quydets f 2deS sz 3

14 [ f) zGONTROLMODE dzj  tc GAECERONIC CODEBOOK o ' {f ts dzdz®
tsB dats o d¥/j ged

15 [ fpdzd L dzOyg dzd § My s yd STRTUSBMAOBOUNTER &' '8 jizts
L dz2OyJ dzdCOUNTlRdzts 0 O [ ff BMR9 dzfsdzdmfdjds j6&- S ZdzC Iskz 9 ;

16  Mdzd o Mdzts o PMABYULDS 7] dzd M B tetsh j dzg, €6 J dzj tod tolz
DMA_DONE, j fpdzd B ' dz ENERRURTe dzjfiztsed s OMB O o dzP datf fry d «
CURRENT DESCRIPTOR. dzOy j d4§XT DESCRIPTOR oL o te@h Oj d&siw ¢

17  pdzd o fp@is alzjjidkys d KAST B" dz ks Odzts o dzj dz, C
ftoj tor DOMAZPPNE, j fqdzd B ' dz ENJERRUEETe dzfjjdatse ¢ Is Vs ,0 9 dzj
Gjdgj cdtclzj lsmw DANEJ to'j d@zdd jtsdets tcOL tojIRQ BAABLE tc j
fesdmMotsHdls §jtejntsn ¢ fkdSlk 1.

16.5C € M ls to jdmiFtCjtc ON j dzd j o'  tsczdzj dzgd v 5§ j eOyd

[ v BtecOddL Oydd ¢ SMiste] dadatsc s teSPDEAN 6 hpflovts
TERMINATE L dzOy jxB8j 0O fdzjHEksh g2 IsOCk §shdj ISOC:t
MdcdzOdz MBesMO MMissw ddY ®BsHizdj 2 O OF fdOdcdmase
Cdzs yj?2. [ Odgdesj ) ts BREBDY,j KE¥S]REARYIs TEXTJQUT VALID,
KEYS_STOREDQ DMA_ACTIVE, DMA_COUNTER d DMA_LAST 5 j & d fEAE\S S

3

mdzts o
mMetsls
ftc] tc
tc
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LdzOyj ded¥ &5 § & [k dssdzyOdzd ¢ . IRPENDIMG © I BAREDESCRY s
AHB_ERRORdzj L d3j dz'i® ufg et jve 5 L

t j ¢ dTERMINATE

CODE1T1 71 Of d iy ® HOdzdzets j xDA tsdzjed a fa®jyls dz§ v M@ tcts fy
mMesmMsswdadw dBsHEzdzj?2 CttdfilscteOW duyujmMcédns tffjtOyc
Hiczddnm L dzOyjded?2 BEHjIs ftosdddetstcdtetso OdzO. 1 ted

166 tsdL o sHdIsj dz' datsfls!

v OB d&zZd1l9.®i s sdzd yj Mlsoats IsOCIstso dzO B jtcOyds o to]
[ dzd Is§ dz! dzsfls! o

[ jtOydw AES- AES- :
128 256 Magma| Kuznechik
t Offydls ttOkdzHtser 7 Cdz¢| 10+1 | 14+1 | 1+1 32+1
ZdWtcso Odzgd j / Hjh dWtetse @ 10+1 | 14+1 | 8+1 10+1
ZdWttseoOdzdj / HyJ N dW tetse G
¢ s s 20+1 | 28+1 | 9+1 42 +1
J fslstsydetsdy tjyddsy ©OBBIST C HdzdIsj dz¢ detsfylsd
udls™ o Odedj HIMCtedilsstcd, BUIBEOOd]) Of HBH dZd T
Isj EMisO.
J H O dzdzts 2 toj OdzdL Oydd dzO o' ff 5 zdGR2FIMUIz Bdzts
dmMfsdz! LEj BBsets o Ctodf SBEMDEQUNIERMODE, thkB@Bi ls
BlsOCIstso. | dzdlsj dz' desfyls Y jttOyd?2 slsdzdyojlsmw H

1] WOGQMINIT SftejHjdvjlkmy Hddlsjd dsfl! & h
Okcstedls BO;

2] ¥ GCM_HEADERt Qo dzv j Isfyw  HGEE@12g)rdzit fors fifis GT Is ;

31 ¥ GCM_PAYLOAD:

OXY ted or ff sdzdzj dzd hdWtctse Odad W stftcj Hj dzv

h U ttso Odzd™ o' Bl Odzdzas ¢ 5 OR2A8)audtts O fis O & Is j dz'
BYted orfr ftsdzdzj dzdd Hih W tetseo Odedw i tcj HJ dzw
BoOddzscdts Odestdls®O. (st B iiwso ty st
j CMlsO, OB YN j*¢ sfifOdaiyhrd " dWicte © tzd fs dzdzw
O dzdzj dz' dats .
] W GCM_LAST BLOCKG§ tej Hj dzv j sfw Hdzd s j dz' desfyls
CestedlsBO. Slkts fosdmMisndls, ffnGoshs § ki traiid j
@OUj ded v eV * (tofpRgeivsi® My sd LkjlsMv  0x00000
Ot Odzdzj dz' dats .

13¢



17) &S ¢ j dzj 8OO MdEyd2d & uydmj &

O f OtcOIsdgr 2 G j dzj tcOls tsitet Idrijsizlz by QR s & fy Iswpds | dz€ s s
dzj His9 Ols j dz! dzBIAO L tofy dalefalp@ Moz 20 tsMhdeseo j dL o3 tev
jdwshdgofmw, §O0ttOdjlstetse ftotslsj COsh jets WdL dn
tcdf ssctcOWdyujMSdj dBsHEzdd d@sckzls dhftsd L s (
tcdf ssctcOW¥Wdd Mdzzyo2 dz' § f sfdzj Hso Blezl dz' defsdr
sdz LEksIsmpw, o YyOMmlbdesMmisd, HddY §tdzkzyjddw ¢
stedlsBO "N dWtetso Odedw, HdAzW ¢jdaj cOydd c OB
ssteso dqdzdydOdzdL Oydd (Bdzsyder » hdWtctse ) .

NcTouHmnk
wyma

Y

CwmelumBaHue

Y

LFSR

TecToBblE
JaHHble

Tect

A

paboTocnocobHoCTH

A

32 32 O6paboTka

<«/—{ FIFO -

t Mk dzesiC1 ditdSd O tcOBBO R L b Y

171rMIssydzd ¢ 1 dalstetsd o d

AOL tso 5 Htots) Odzd j yqWtesetsets Mde dzOdzOd H O
dzj ¥ § &zOIsj dz! dgr §| WOLwor j d/ ddzd yOfmbtlsde j Mmdzkzy
l sLded O ls oMmdzj HMiIse d j dzj Mis OB ddz! detsmilsd L OH OB N
dzd dzd d te jfH Oy d o s o toj d3j dzd d tcOL dzd y dzts 2 me ste
mMsMlsQoadzws h dA tHdets d Isets yj Mdce dzOdzo. 1t
tcOL dzdydzr = WOCItttso, dzj Sslsste’ j dL Ctlstster n
dmf sdz! L s Odets ¢ O¢C dfipgmslayded ¢ Mz yO2dz = Yy

] Jdgy dz2O BOL] LOCtsets WwWodzjdzdw fMmtcOo dzd o O5
Mdcec dz0dzO yjtejtL Ctsdzr yjor j Gjdzj cOIstster . l osfyls
dzj yj sdesets ydmdzO ddzeo jtelststetsea, MtsjHJdzj dedzr = ff 5
ftsj H d dzj o fiff jotdotdsctds ddzo j telstste®, tsBteOL W dzd dzd ¥
sOC et ¢jdzj tOtste® BHtejHjdzVjlshy MEzdiiks2 L OHJt
tsls Bdetsy f Mlso © § OtcOd3j stets o, o Cdzs yos h dn ) My
fsdzzf tctso tsH dgd € Osts dzdf SS@F ~fdd 19 O dfdnyv .

rodaty toj Odednls@uyigiistsc s | j dzj cOlststc© o dzz yO2 dzr =
My sdz' Lso Odedd 32 GhHjd dF 7 Stdjy ¢jd Ot
lT" atsH OdOdZEetsoatse s MJGEedzOdZO ftoj SBKOL Zj IsBY d®®
fsmissY dzdzts? SOC ko2 YOMmstsls, .

dlstczSskztelz, twj OdzdL 59 Odadziz® o HOdzdetsds B dzts € |
LOHOdzdwY CtdWdekzteOydd Bdlstse oL sy dzts L OfMisOo
1 M sudiz yOR dzsets | j dzj tOlsstcO® () vy Yzdtetzs Oteff 8 H j dz
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lreteSk dL dMlssyddSO h kO dBsydts HJ &zOl! ¢
(k1 tcOo dzv “CONDBYRAFSs 1).

17.2) esyj My HdMStejlsdL Oydd

[ fydzd o' T SH dzts 2 fMdedzOdz o' MsC YOl &zsa s
q’fr)QtGJlsq’Lq’tGIz;lsfr]W ddL S sYyOfmistslsdyr &3 ISOCIstsor o3
Y022 dzr 3. | tsdzydats o' f ts5dzdzw SY v Y dzjéMHizjiE h jjtg d tkzHis, €
5§ uj ded § cCdiEOis s csts dydyj o s s 6 j dzj €Oste® ( RO)
dzj LOoadMmdds ¢ jdaj edielzjlsmw). sO¢ COL Odets dzO
JNdBO 64 dzj sOYydd:

1)) cettewyj 3 toj SOABPPERI®L=C¢ Pf)lstc i ¢ dzOdz ) € sdz'
(RO)MotsBBHMGE ¢jdjtdekzjlshv, s8¢0 FIFO L &f tsdzd
kOCktso sE 5 fipdee3tz® dz®, dzO®@MpbteB dls! MSAVRERION ' ) tdafj o dsh
fjtedsH § gD iaydk. T

2)] fodsHdsE tjyddhi Mdedod fii Ode g s
EMisOdetso $ 52 o L dzOyjdedy ¢0e dzO otcj d3v Dr st l
tjLEzd OO, GEHj Drst &y dts dz0MEOODPERIODY | toj L

{ dMkdest] diyy 2 iod BEekdd 6 3 d &3

t d Mk des) tdtFy j3M M Jorr BdHCAr 2 toj ¥ d O3

Il Hi2Mmilsedlsj dz' dztsfls d ,osct B || Qdats dzts(h tc © 2O ts j BlAS gz! D J
ZCOLOdzdzsdz dzO tedfmbkzdzeS j o7 h j. uv&&spirstisdyf qydetsy o

I yd?2 tixdd, bistwjisduincd, &syxil dJd&ils
Clspacr Azt B3 talgjy fdpisw ofwddrfifwisdz S Bdz ¢ MBteOM" 9 OJ
COYHEBEB MAzZzyO2dtsets L dzOyj dedw. | ctstewyd dd tj Y
Brls! fodzzyj dzO ) § sdi3sh 4 ¥ oscté jod s GAMBERIQDY ; § O s B g1 |
tcOB tsls st tsftisHsd2t filpls ‘o figts @Besd3 Mz yOJ Hted tsB dzOtclz Y

MsdzsHdzr 2 tjydd3 d@Esy s BT Is! Bdzi J ftsHO o)y,
sMlisOdzso € d 6 J dzi tOydd ftojHtsMsOoadzwels IssyScd mdd
L dzOIs’ CSEHO G j dejsticdf gy Isfigly' ddppOfds ¥ . L O dh j dz
ftesBdzy d3¥ , fsMEtsd € AES cjdzjtedteclzj s fMdc dzOIs z te
o COoujMmej Istsyd s telddi? e mded 3Py tbd dzz yh 2 ftesy Iz



173 jftejter odatsj b jMmsqdtese Odzd |

IresteSd dL  dflssyded S0 O idEsdassfdrdis Bt s kirzoz o
fsoltstejdd® d fesfiseydsdod d & ksjhsse, ftesh
Bsckls dmMisd LsoOl! Mw Isjfllsr dz® Sstetej dvyds

1745 jfMls dz0 StsddyjMmlsots §solstt] dd 2

] RLHY o] Odzd L t59 OGds digfjufigldn st ®©H fifusjolds@s te j dzd 2 . [
zsy desf sdztsy dlsjdz' dz' B toj L zZdz' IsO22% iz s B dgbizg @3 dzts ¢
hEk®r HOY s  dzj Hosdydz® of BtClk.  [Hdz80,5dDdzd &G
Hsfkmsdks) fottctots] L dOuj deddes §aslods ek @ad R/ 1 )

) sseBo sy L dzOyj dedj 1 tc RERTOTRWHOBE j is ifyls o dstey 5|
slsC v yjdz ) § REPSSTOISe B ls@OdMmiste] RY .tcOf dzjf deds'd O Eizg
fsolstte dzd2 Mt h O] IREPTSTHAISHBES j & d fpletSddlyls Ols &z f

1755 j fils dz® §sHMUjls ¢ fstfioisgds s ds shsZ )

vjfls &0 SCtdkdyjmbet ftesftsteyd?2, B' d tej OdzdL
o' BstetsC. [ wsfkzmddr 2 ktotse jde dzis ¥ dztsH. wRdgts s d| ez &
fdzz Y02 dzsg 5H O IBOSH dzsB dlsdzgzs o' BsteS k2, d f shdzj
fisL HOs sz daj @O BBS . [ dzv d3d dz@ tidezd dz® 2 H tizif 2 f5 )
fstesEtsotsj L dzOyj dedj 1 totst sHlHyORITBINGM(WE, @t dih) O dzd 46 3t

l stetsEsotsy L dzOuj dzdj f tc SRROPTIESFCUTOFHs fiy | fipls  taljts
Brils! tlsCdzs yj dz PROPESTHED ' ©6j B dEBtcj CR)Y.tc Qo dfjtalmowO df,
20 fHMmujl fsfsteyd? MisBROPOESENe i jicfdiEdite j&  f
(STAT).

1760 j s Sstetej d&zv yq(d

SSEHO HOO Ctdzt yjor a Gjdzj cOIststc® fMmow L Odgr
M ditesddL Oydd, slg<s dB difdspdztsjo W fw S stetej zdetso O
Ctetej dzv ydd sy jls B dOtelzy dls! LIsts WwWodzj ded j .
otcj d3j dedz" d3 t6OL H jdzj dzgdJ &3, d BHdzSo toj d3j dedzts tsB tc OB
[Cdzs t6OL Bjtetscy W = 1238 festeestEtsty? d3ff i sa2yy ead v iy |
o tj ¢ CORRFESTCUTOFF{Is H j dg'fdp'ts ofj teifts M d3f W padd odgd 1 tets
Bsckzls Brils! ls¢ dz¢ yj GORRTETHI® d3tichj ‘cud Masdelg CR)Y tc O 9 dzj «

l COxHBdR tCdzj oo jtow jlsmw tsH dzQ fif jO tcaOs LS dstslzn
Ctsd3B d dzOydd tOL dzdydz" » ddzH J S Mse G J dzj tOIststetsa  (
(1-0,.., 20012171, . . . ). tiLkd kOIr fteso jtessS kS d
BHEls LOBOMEdetseo Odzr . 1 @O fSads j\pihodran  Isa) ifiplsl, to Gsld
BzHEl EMlsOdatso dzj dz@ € OC BAPRRI&STFAILEDZH j ST o toj G

17.7v | ig®© § s@fifddctcj dzv yd d

SBEHO Cdz yj oats? GJjdzj cOIstste dzd f toj tor o dats
HMIsOlssydzsets Hictsy Odzd v (2] ifftistlsesrS) ,H | fighdsLdaindsatc@] jtedz’ j 2
fsojJHJddJ . vsiMmls d&O ffoHmMydls OelkStstete] dzv ydd
dmfsdz Likzjls &zdz Isdfdzj SMdctse Odzd j M otcj d3j dadz
Ctsdz yjots?2 ¢jdzgj cOIststs. JCdes tcOL 3] tosfifstos e ts0 1@
L dzOyd dzd v o3q , sif toj HJ ZAVTRCORRTESTCUEBQFE d Mfltdfets y ¢ d
slsHjdzt dzr = fteso jtesES (ddzd oMy ftoeso j ol d) Bts 6
ACORRTSTDISs tcj cdMmiste] CR)f tc@o dzj ded W (

] COYHBAR ¢ dzj ftocso j oW j Isw sH diglg ¢ Sstelnz yy jo
GJjdzj cOlstster §fsddeH j SMdes BEHEIL ftotseo jtojdzr o ff Bt
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Gjdzj cOIststcso BEzHEZI LOBOMEdqtotso Odz" . | J dzj cOIstste
EMmlsOdetso dzj dz ¢ ©O¢ B d Is SAJTOCORREESTEAILED tcj ¢ d fiistej

17.8v j fiflicd Of M€ j

vjMmls d20 Ssddujmlsets §solotjdd2 d Ijfls do
Hesdy dZ BT Is' §tes?Hj dezg B f tonj O dade’ ju j Btz KEOE dfjyd s O dz

179Hd3;hq'8(3(@£q4

1 OdBtsdzy § L WwwjClsdods d3 M
By s, WadeJIsfr]W sBJ jJH(

ntsHdz J H Odzdz" J Ctsdz' yjo j dzj tOlststets o B
¢ dzg yoe h jets RrRdzd) , Yls s 8 Zoj dzdydls: totso j &
f sdzdzj dz" Hts d dzd of tufQdizdztsay RBteYd MdaRE OZO f totso t

fsmMsetd § sdzkzyd ddw
dzj dzd J 9" AtSH dz' n H C
n G J

r
r

RABJ ¥ sMw HOO ktesodzw Mmd3dh do Odzedw XOR. 1 tod
indoOdzdw BEHJjIs fteddi] dzgj dets MsCteOh jdedd M 32
fsdzgsh s 8 digjlstsH O Mmd "4d sHi@@zdly BX[OR2 ¢ OC

1 sfdzj Hdzd 2 oL Bsy dgr 2 i34 dstisH  dfipdf jshdad] a Gdedovdzd
e dzs uj dzdw MmdMmisj RBOEHUP BOED. s dB S JteOj sy
Mdzd oertHdzr | Bl WwWodwelIlsfmw dzgjL OQadmdd &i3d d
jtetswilsdats, tcOfmddgijteidgtsizj dz"@ tcOo dz

17.10{ Bt OB 515§ O

Az ydY ©B®OBBISCd Bjtjls LdOyjddj NbOfBI o
COyjfmsoj onRtBHM R H@ekwl28dBddgtcqBlejllsaj or
Wlsts od dzd 5Oz dzO0 . B dak st dfdf y jHM IS o 5 48, dztoChsDH dilEbtel §B
Ml O®d" j5sl2 * 0.5 = 256 Bdls. [tyds Myudlsols:
qBjid 128 Bdls ftdds? { dstsfidd. Abdkydy 6Bt
slsftcOoCd dLoj Mmisdy - TESTDER fif K fifd@dsxie Qv € ts dzls te
TESTENe L dzOyd ded g 1) .

17.11FIFO

Il 7" asHd § HOdedz § WEddSydd BBtﬂB@.BtﬂS‘MSI—QCﬁr J to Ofiy dztwfee
MsRtcOdsj dzdj 5 © FI FO (fosctcOBBdel, & 2 ©OL d5j to

1 4L 0o dMmd i te tstslz As jsdz® dscfats%lzsdzﬁlsﬁcﬁw d dzj sBtCOB

retsteCd, d BBttOBGISOdzdzr §j o' BStSd BEHEI L Of dHf
MisOdzs® dzg de, 2O sSHJIsMw dzi .9 ujuhidI W Wz g s IsgtEy{rix
tcjfwilsimlsokesls LOfdMmd o FI FO, Mmis Oz blIE@gLST.Is Off j
sdz/ L ts9 Olsj dz Mok mistsw Is j dz' dzts Hisdzy § dz2 Bt HJ
j2MmMlseadlsj das @a tlydH dz' 3j2 Mz yO2der | uydmdzO HsMskzy
dof OL sdzj OHHEIMtse [ 0x80

17.12LFSR

[ dzv ftetseo jtoCd Ctstotcj € IsdztdnIEd RH @dzdz’ ro," BiYstS djL -
i sdzlz yJ dz’ duL tcjedMmMlstce® LFSR (MHedetser 2 tcj G
dmMstsydzed O hEdkO. ClsO WkdeC ydw HtsMmlsikzif dd yjtejL

17131 6 j te' ® Odzd W

RldY dd&Bjjls HoO dMmlssyddsc O ftojter 9 Odzed 2



v OB dzdIYlOR Mistsydzed & d Htej tor 9 Oded W

R d3 [ d MO dad

Clsls Bdl ftojtcr o Oded W Efmls
L Of sdzdeV j dfpvte O [ afxigds M O i d
FIFOFULLINT FIFOLEV ddzd tted L OfdMmd 608TAT®
(FIFOFULL) d dzd tetfste dc O tyeztpts g fls O datsty
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